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Abstract. The growing adoption of Internet of Things (IoT) devices has increased the need for efficient
intrusion detection systems capable of identifying cyberattacks in heterogeneous environments. This
work investigates the application of machine learning techniques for intrusion detection using data from
the ToN-IoT dataset. Experiments were conducted using Logistic Regression, Random Forest and Mul-
tilayer Perceptron (MLP) models applied to different IoT devices, including Weather, Modbus, Garage
Door and GPS Tracker. The proposed methodology includes data preprocessing, binary classification of
normal and malicious traffic, and comparative evaluation using accuracy, precision, recall and F1-score
metrics. The study establishes a reproducible centralized machine learning baseline designed to sup-
port the future implementation and evaluation of Federated Learning approaches in IoT environments.
Preliminary results demonstrate significant performance differences among the evaluated models, high-
lighting the importance of model selection for intrusion detection tasks while providing a reproducible
experimental baseline for future Federated Learning investigations.
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1 Introduction

The Internet of Things (IoT) has promoted an increas-
ing integration among connected devices, sensors, em-
bedded systems, and distributed services, enabling ap-
plications in areas such as smart cities, healthcare,
transportation, industry, and home automation. This
broad ecosystem has been supported by advances in in-
telligent networking, autonomous systems, multimedia
services, healthcare technologies, and data-driven ap-
plications [11, 18, 31, 49, 52, 53, 56]. The expansion
of these connected environments has brought signifi-
cant advances in automation, monitoring, and real-time
communication. However, the growing number of con-
nected devices has also substantially increased the at-

tack surface of networks, making IoT environments fre-
quent targets of cyberattacks, such as Distributed De-
nial of Service (DDoS), botnets, vulnerability exploita-
tion, and unauthorized access [10,20,38,43–47,54,66].

Unlike traditional computing environments, IoT de-
vices often face limitations related to processing power,
memory, storage capacity, and energy consumption,
making the adoption of conventional security mecha-
nisms particularly challenging. Furthermore, the het-
erogeneity of devices, protocols, and communication
standards complicates the implementation of robust
monitoring and protection solutions. These constraints
are intensified by the growing integration of IoT with
software-defined networking, 5G/6G infrastructures,
edge services, visible-light communication, and hetero-
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geneous wireless systems [1, 2, 12–14, 19, 21, 35]. In
this context, Intrusion Detection Systems (IDS) have
received increasing attention as mechanisms capable of
identifying malicious behaviors and anomalous activi-
ties in real time [38, 43–47, 54, 66].

In recent years, Machine Learning (ML) techniques
have played a significant role in the development of in-
telligent IDS solutions for IoT environments, mainly
due to their ability to identify complex patterns and de-
tect previously unknown attacks. Supervised, unsuper-
vised, and deep learning-based approaches have been
extensively investigated to improve detection capabil-
ities and reduce false positives in distributed and het-
erogeneous environments [10, 36, 38, 44, 61, 66]. Re-
cent studies have also highlighted Federated Learning
(FL) as a promising alternative for distributed training
of detection models without requiring data centraliza-
tion, contributing to enhanced privacy, scalability, and
reduced network traffic in Edge Computing environ-
ments [24, 34, 46, 51].

The wider literature also demonstrates that intelli-
gent IoT and communication systems increasingly com-
bine learning-based inference with quality monitoring,
sentiment analysis, spatial-data processing, healthcare
security, and multimedia services [?, 50, 63, 64]. These
studies reinforce the broader trend toward data-driven
decision making in connected environments, while also
emphasizing the importance of privacy, communication
efficiency, and dependable operation.

Despite recent advances, important challenges re-
main regarding the computational cost of models, the
resource constraints of IoT devices, and the feasibil-
ity of deploying intelligent solutions in edge environ-
ments. Moreover, many existing studies focus on com-
plex Deep Learning architectures that require substan-
tial computational resources, limiting their practical ap-
plicability in resource-constrained devices [38, 44, 45,
47, 61, 66].

Given this scenario, this work investigates the ap-
plication of Machine Learning techniques for intru-
sion detection in IoT environments using subsets of the
ToN-IoT dataset. The study evaluates the performance
of different supervised classification models, includ-
ing Logistic Regression, Random Forest, and Multi-
layer Perceptron (MLP), considering performance met-
rics widely adopted in the literature, such as Accuracy,
Precision, Recall, and F1-Score.

The experiments employ different subsets of the
ToN-IoT dataset, including Weather, Modbus, Garage
Door, and GPS Tracker devices, enabling the analy-
sis of model behavior across heterogeneous Internet of
Things scenarios. The obtained results establish an ex-

perimental baseline for future evaluations involving dis-
tributed architectures based on Federated Learning.

As a continuation of this research, a federated archi-
tecture based on the Federated Averaging (FedAvg) al-
gorithm will be implemented, enabling the investigation
of the impact of distributed training on intrusion detec-
tion in IoT and Edge Computing environments. In this
way, the study seeks to contribute to the development
of more efficient, scalable IDS solutions aligned with
the privacy requirements of modern Internet of Things
ecosystems [24, 34, 46, 51].

The main contributions of this work are: (i) a
comparative evaluation of different supervised Ma-
chine Learning algorithms applied to intrusion de-
tection across multiple IoT devices from the ToN-
IoT dataset; (ii) an analysis of the impact of device-
specific characteristics on classifier performance; and
(iii) the establishment of an experimental baseline for
future Federated Learning-based implementations in
distributed IoT environments.

2 Theoretical Background and Related Work

The Internet of Things (IoT) comprises an ecosystem of
connected devices capable of continuously collecting,
processing, and sharing data over the Internet. Sen-
sors, actuators, cameras, mobile devices, and indus-
trial equipment are integrated into this environment, en-
abling applications in smart cities, industrial automa-
tion, healthcare, agriculture, and intelligent transporta-
tion [11,18,31,56]. Despite the benefits associated with
connectivity and automation, the expansion of IoT has
also significantly increased the attack surface of net-
works, as devices often exhibit limitations in processing
power, storage capacity, and embedded security mech-
anisms [3, 15, 38, 43–45, 47, 66].

In this context, attacks such as Distributed Denial
of Service (DDoS), firmware vulnerability exploitation,
botnets, and unauthorized access have become increas-
ingly common in IoT environments. Furthermore, the
heterogeneity of devices and communication protocols
complicates the implementation of traditional security
solutions, making it necessary to adopt intelligent and
adaptive mechanisms for network monitoring and pro-
tection [25, 55].

2.1 Intrusion Detection Systems in IoT

Intrusion Detection Systems (IDS) are designed to iden-
tify suspicious or malicious activities in networks and
computing devices, serving as a complement to tradi-
tional security mechanisms such as firewalls and ac-
cess control lists. In general, IDS can be classified
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into two main approaches: signature-based systems and
anomaly-based systems [23, 25].

Signature-based IDS rely on previously known at-
tack patterns to identify malicious activities. Although
they provide high accuracy for known threats, they have
limitations in detecting novel attacks or previously un-
seen variants. In contrast, anomaly-based IDS build
models of normal network behavior and identify sig-
nificant deviations as potential intrusions, making them
more suitable for dynamic and heterogeneous environ-
ments such as IoT networks [33].

The development of IDS for IoT environments
presents additional challenges associated with the com-
putational constraints of devices, including limitations
in memory, processing power, and energy consumption.
Furthermore, real-time applications require low latency
and rapid response capabilities to prevent the large-
scale propagation of attacks. Consequently, lightweight
and scalable solutions have been extensively inves-
tigated in the literature, particularly those supported
by Machine Learning techniques and Edge Computing
paradigms [28, 55].

2.2 Machine Learning Applied to IDS in IoT

Machine Learning (ML) techniques applied to Intrusion
Detection Systems (IDS) in IoT environments can gen-
erally be categorized into supervised learning, unsuper-
vised learning, and Deep Learning-based approaches.
Each category offers distinct advantages depending on
data availability, computational resources, and the char-
acteristics of the target application.

Machine Learning (ML) has become one of the
most widely adopted approaches for developing intel-
ligent Intrusion Detection Systems (IDS) in IoT en-
vironments due to its ability to automatically identify
complex attack patterns from network traffic data. Un-
like traditional signature-based IDS, which rely on pre-
defined attack signatures and require frequent man-
ual updates, ML-based IDS can generalize from his-
torical observations and detect previously unseen at-
tacks by learning statistical relationships among net-
work features. This capability is particularly impor-
tant in IoT ecosystems, where the diversity of devices,
communication protocols, and attack vectors makes
maintaining signature databases increasingly challeng-
ing. Recent surveys indicate that ML-based IDS have
consistently achieved higher detection rates and lower
false alarm rates than conventional approaches, par-
ticularly when trained using representative and well-
balanced datasets such as ToN-IoT, CICIDS2017, and
NSL-KDD. Consequently, ML has become the predom-
inant paradigm adopted in contemporary IDS research

for IoT security, serving as the foundation for more ad-
vanced approaches, including Deep Learning and Fed-
erated Learning [3, 25, 55].

In supervised methods, models are trained using
previously labeled data, learning patterns associated
with legitimate and malicious traffic. Algorithms such
as Decision Trees and Random Forest stand out for
their high classification performance, interpretability,
and relatively low computational cost, characteristics
that are particularly important for applications deployed
on edge devices and resource-constrained environments
[6, 28].

Among supervised learning algorithms, ensemble
methods have received considerable attention due to
their robustness, scalability, and high predictive per-
formance in cybersecurity applications. Random For-
est is one of the most frequently adopted classifiers for
IoT intrusion detection because it combines multiple
decision trees using bootstrap aggregation (bagging),
thereby reducing overfitting while improving classifi-
cation accuracy and model generalization. In contrast,
Logistic Regression remains an important baseline al-
gorithm owing to its low computational complexity,
ease of implementation, and high interpretability, mak-
ing it particularly suitable for resource-constrained IoT
devices. More recently, Multilayer Perceptron (MLP)
neural networks have demonstrated promising perfor-
mance by effectively learning nonlinear relationships
within network traffic data. However, selecting an ap-
propriate classifier requires balancing detection accu-
racy, computational overhead, memory consumption,
and inference latency, especially for real-time intrusion
detection deployed in Edge Computing environments.
Consequently, no single learning algorithm can be con-
sidered universally optimal, and model selection should
be guided by the specific characteristics of the target
IoT application and dataset [6, 16, 28, 33].

On the other hand, unsupervised methods, such as
K-means and DBSCAN, do not rely on labeled data
during training. These approaches aim to identify natu-
ral groupings within the data or detect instances consid-
ered anomalous with respect to the prevailing network
behavior. In IoT scenarios, such methods are especially
relevant due to the difficulty of obtaining large volumes
of labeled data and the continuous evolution of attack
patterns [25, 68].

In addition to traditional ML approaches, Deep
Learning (DL) techniques have also been explored
for IoT-based IDS. Recurrent neural networks, autoen-
coders, and hybrid architectures have demonstrated
high performance in detecting complex attacks and ma-
licious traffic. Recent studies have combined deep
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learning with technologies such as blockchain and Fed-
erated Learning to enhance security while preserv-
ing the privacy of distributed data [7, 16, 65]. How-
ever, these approaches often require greater computa-
tional resources, which may limit their deployment on
resource-constrained edge devices.

Despite the remarkable advances achieved by cen-
tralized Machine Learning and Deep Learning mod-
els in IoT intrusion detection, several challenges re-
main unresolved. IoT environments are inherently dis-
tributed, consisting of heterogeneous devices that con-
tinuously generate sensitive data under strict compu-
tational and communication constraints. Collecting
all data in a centralized server may introduce privacy
concerns, increase communication overhead, and limit
scalability. Consequently, recent research has progres-
sively shifted toward privacy-preserving and distributed
learning paradigms, particularly Federated Learning,
which enables collaborative model training without re-
quiring raw data sharing among participating devices.
Although Federated Learning is beyond the scope of
the present study, the centralized evaluation conducted
in this work establishes a reliable performance base-
line that will support future investigations on distributed
intrusion detection frameworks for IoT environments
[16, 26, 37, 42].

2.3 Federated Learning Applied to IDS in IoT

Federated Learning (FL) has emerged as a promising
approach for distributed training of Machine Learning
models without requiring data centralization. In this
paradigm, local devices perform training using their
own data and share only the updated model parame-
ters with a central server, reducing risks associated with
privacy breaches and the exposure of sensitive informa-
tion [37].

In IoT environments, FL offers important advan-
tages due to the distributed nature of networks and the
growing concern regarding data privacy and security. In
addition to reducing the transmission of sensitive infor-
mation to centralized servers, Federated Learning en-
ables collaborative training among heterogeneous and
geographically distributed devices [26, 32].

Several recent studies have investigated the appli-
cation of FL to IDS for IoT environments. Bhavsar et
al. proposed FL-IDS, a Federated Learning-based in-
trusion detection system for Transportation IoT envi-
ronments, demonstrating improvements in both privacy
preservation and distributed performance [16]. Other
studies have explored hybrid models combining deep
neural networks and FL to enhance attack detection ca-
pabilities in decentralized environments [59, 67].

Despite recent advances, significant challenges re-
main regarding data heterogeneity across clients, com-
munication overhead, device synchronization, and com-
putational constraints in edge environments. Conse-
quently, current research efforts focus on developing
lighter, more efficient, and more robust models to sup-
port the practical deployment of FL in real-world IoT
scenarios [4, 48].

2.4 Datasets for IDS in IoT

The evaluation of Machine Learning-based IDS relies
directly on the availability of representative datasets.
Among the most widely used datasets in the literature
are NSL-KDD, UNSW-NB15, CICIDS2017, and ToN-
IoT [40, 55].

NSL-KDD is an evolution of the traditional KDD
Cup 1999 dataset and remains widely used due to its re-
duced redundancy and improved balance between nor-
mal and malicious classes. Although it does not fully
represent contemporary traffic in IoT environments, the
dataset continues to be relevant for the initial evaluation
of intrusion detection algorithms [55].

UNSW-NB15 and CICIDS2017, in turn, incorpo-
rate more modern attack scenarios and traffic character-
istics that are closer to those observed in contemporary
real-world networks. The ToN-IoT dataset stands out
specifically for encompassing IoT and Industrial IoT
environments, including sensor data, telemetry infor-
mation, and various types of distributed attacks, mak-
ing it an important benchmark in recent research on IDS
and Federated Learning [22, 40].

The use of multiple datasets enables the evaluation
not only of the predictive performance of models but
also of their robustness and generalization capability
across heterogeneous scenarios [28, 55].

2.5 Synthesis of Related Work and Research Gap

Recent studies on intrusion detection in IoT environ-
ments have demonstrated significant advances in the
use of Machine Learning, Deep Learning, and Feder-
ated Learning for the identification of cyberattacks. Su-
pervised models frequently achieve high Accuracy in
scenarios with labeled data, while unsupervised and
deep learning-based approaches have been employed
for anomaly detection and the identification of previ-
ously unknown threats [25, 28, 33].

The reviewed literature demonstrates that Machine
Learning has become the predominant approach for in-
trusion detection in IoT environments, consistently out-
performing traditional signature-based detection meth-
ods in terms of adaptability and detection accuracy.
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Most recent studies employ supervised learning algo-
rithms, particularly Random Forest, Support Vector
Machines, Gradient Boosting, and Deep Neural Net-
works, achieving high classification performance across
publicly available datasets. Furthermore, recent investi-
gations have increasingly explored Federated Learning
as a privacy-preserving alternative to centralized train-
ing, enabling collaborative model development without
exposing sensitive network traffic data. These advances
highlight the growing maturity of ML-based IDS while
simultaneously revealing new research challenges as-
sociated with scalability, data heterogeneity, privacy
preservation, and deployment in distributed IoT envi-
ronments [3, 16, 28, 42, 55].

Despite the significant progress achieved by recent
studies, several research gaps remain open. Most ex-
isting works evaluate intrusion detection models us-
ing a single IoT dataset or focus on a limited set of
attack scenarios, making it difficult to assess the ro-
bustness and generalization capability of the proposed
approaches across heterogeneous IoT devices. In ad-
dition, many Federated Learning-based solutions em-
ploy computationally intensive Deep Learning archi-
tectures, which may be unsuitable for deployment on
resource-constrained edge devices. Another limitation
is that comparative analyses involving multiple IoT de-
vice categories under a unified experimental methodol-
ogy remain relatively scarce. These observations indi-
cate the need for systematic baseline studies that eval-
uate conventional Machine Learning algorithms across
diverse IoT scenarios before investigating the additional
benefits introduced by Federated Learning. Establish-
ing such baselines provides a reliable reference for fu-
ture comparisons involving distributed learning archi-
tectures and contributes to a better understanding of
the trade-offs between predictive performance, compu-
tational efficiency, scalability, and privacy preservation
in IoT intrusion detection systems [16, 22, 28, 42, 55].

Unlike many previous studies that primarily em-
phasize maximizing predictive performance through in-
creasingly complex learning architectures, this work
focuses on providing a systematic experimental eval-
uation of conventional Machine Learning algorithms
across multiple IoT device categories using a consistent
experimental protocol. By comparing Logistic Regres-
sion, Random Forest, and Multilayer Perceptron mod-
els under identical preprocessing procedures and evalu-
ation metrics, this study establishes a reliable baseline
for future investigations involving Federated Learning-
based intrusion detection systems. Such an experimen-
tal foundation facilitates a more objective assessment
of the benefits and limitations introduced by distributed

learning approaches while supporting the development
of scalable, privacy-preserving, and computationally ef-
ficient IDS solutions for heterogeneous IoT environ-
ments.

In this context, the present work investigates the
application of Machine Learning techniques to IDS
for IoT environments while simultaneously consider-
ing predictive performance, computational cost, and de-
ployment feasibility in edge environments. In addition,
the study takes into account recent advances in the lit-
erature on Federated Learning and the challenges asso-
ciated with distributed security in IoT ecosystems, con-
tributing to the discussion of lighter, more scalable so-
lutions suitable for resource-constrained devices. Al-
though the present study initially adopts centralized
Machine Learning approaches, the future incorpora-
tion of Federated Learning-based strategies represents
a promising direction for enhancing privacy, scalability,
and suitability for distributed IoT environments.

3 Methodology

This work investigates the application of Machine
Learning techniques to Intrusion Detection Systems
(IDS) for IoT environments, focusing on predictive per-
formance through experimental evaluation. Further-
more, the study establishes a preliminary centralized
baseline intended to support future implementations of
Federated Learning (FL) for distributed IDS applica-
tions in IoT networks.

The methodology was organized into sequential
stages involving dataset selection, data preprocessing,
model training, and experimental evaluation, establish-
ing a reproducible baseline for future investigations in-
volving Federated Learning and Edge Computing envi-
ronments.

3.1 Proposed Architecture

The architecture considered in this work is based on a
distributed IoT environment composed of edge devices
responsible for network traffic collection and analysis.
Initially, the models are trained and evaluated in a cen-
tralized manner, establishing an experimental baseline
for performance comparison.

Subsequently, a Federated Learning-based architec-
ture is proposed, in which multiple devices perform lo-
cal training using their own data and share only the up-
dated model parameters with a central server respon-
sible for global aggregation. This approach reduces
the need for direct data sharing, contributing to privacy
preservation and reduced network traffic, as discussed
in recent studies from the literature [26, 32, 37].
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The proposed architecture follows the client-server
paradigm commonly adopted in recent federated ap-
proaches for intrusion detection in IoT environments
[4, 16].

The selected subsets were intentionally chosen be-
cause they represent distinct IoT application domains
and different categories of connected devices, includ-
ing industrial communication, environmental monitor-
ing, smart home automation, and location-based ser-
vices. This diversity allows the proposed models to
be evaluated under heterogeneous traffic patterns and
attack behaviors, providing a more comprehensive as-
sessment of their robustness and generalization capa-
bility before future Federated Learning experiments.

3.2 Datasets Used

For the experimental evaluation, the ToN-IoT (Teleme-
try of Things and Industrial Internet of Things) dataset
was employed, as it has been widely used in recent re-
search on intrusion detection in IoT and IIoT environ-
ments. The dataset includes data collected from real
IoT devices, sensors, industrial systems, and multiple
categories of cyberattacks, enabling the evaluation of
model behavior across heterogeneous scenarios.

In this work, specific subsets of the ToN-IoT dataset
were utilized, including the Weather, Modbus, Garage
Door, and GPS Tracker devices. Each subset presents
distinct traffic and telemetry characteristics, allowing
the analysis of detection capabilities under different ap-
plication contexts.

The Weather subset contains information related
to temperature, atmospheric pressure, and humidity.
The Modbus subset comprises records associated with
the Modbus industrial protocol, which is widely used
in industrial automation systems. The Garage Door
and GPS Tracker subsets represent typical IoT devices
found in residential and tracking environments, respec-
tively.

The use of multiple devices enables the assessment
of model robustness in the presence of the heterogeneity
that characterizes modern IoT environments and estab-
lishes an experimental baseline for future evaluations
involving Federated Learning-based architectures.

Table 1: Characteristics of the ToN-IoT Subsets Used
Subset Inst. Attributes Class

Modbus 31,106 FC1, FC2, FC3, FC4 N/A
Weather 39,260 Temperature, Pressure, Humid-

ity
N/A

Garage Door 39,587 Door State, Smartphone Signal N/A
GPS Tracker 38,960 Latitude, Longitude N/A

Table 2: Class Distribution Across the Evaluated Sub-
sets

Subset Normal Attack
Modbus 15.000 16.106
Weather 15.000 24.260
Garage Door 15.000 24.587
GPS Tracker 15.000 23.960

3.3 Data Preprocessing

Initially, the selected subsets of the ToN-IoT dataset
were loaded. Attributes related to date and time were
removed from the experiments because they do not rep-
resent characteristics directly associated with attack be-
havior.

To ensure the reproducibility of the experiments, all
train-test splits were performed using a fixed random
seed (random_state = 42). In addition, machine
learning models with stochastic components, such as
Random Forest and Multilayer Perceptron (MLP), were
configured with the same random seed whenever appli-
cable.

For the classification experiments, a binary classifi-
cation approach was adopted, using the label variable as
the target attribute, where the value 0 represents normal
traffic and the value 1 represents malicious traffic.

The data were divided into training and testing sets
using an 80%/20% split, with class stratification applied
to preserve the original class distribution.

For models requiring feature normalization, the
StandardScaler technique was employed to standardize
the data with zero mean and unit variance. This proce-
dure was primarily applied to Logistic Regression and
Artificial Neural Network-based models.

3.4 Machine Learning Models

Three supervised models widely used in classification
tasks were evaluated: Logistic Regression, Random
Forest, and Multilayer Perceptron (MLP).

Logistic Regression was employed as a baseline
classifier due to its computational efficiency, high in-
terpretability, and widespread use in binary classifica-
tion problems. The algorithm estimates the probability
that an instance belongs to a particular class by apply-
ing a logistic (sigmoid) function to a linear combination
of the input features. Its low computational complexity
makes it particularly suitable for real-time intrusion de-
tection in resource-constrained IoT environments. Al-
though its linear decision boundary may limit perfor-
mance when modeling highly complex attack patterns,
Logistic Regression provides a reliable reference for
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comparing more sophisticated Machine Learning mod-
els under identical experimental conditions [28, 33].

Random Forest was selected because of its robust-
ness and ability to model complex nonlinear relation-
ships commonly found in IoT network traffic. As an en-
semble learning algorithm, it constructs multiple deci-
sion trees using bootstrap sampling and random feature
selection, combining their predictions through majority
voting to improve classification accuracy and general-
ization. This strategy reduces overfitting while main-
taining strong predictive performance across heteroge-
neous datasets. In IoT intrusion detection, Random
Forest has consistently achieved high accuracy, robust-
ness against noisy data, and efficient training, making
it one of the most widely adopted classifiers in recent
IDS research. These characteristics justify its selection
as one of the primary models evaluated in this study
[3, 16, 22, 28].

The Multilayer Perceptron (MLP) was included in
this study because of its capability to model complex
nonlinear relationships that frequently characterize net-
work traffic generated by IoT devices. As a feedfor-
ward artificial neural network composed of intercon-
nected neurons organized into input, hidden, and output
layers, the MLP learns decision boundaries through the
backpropagation algorithm, iteratively adjusting con-
nection weights to minimize the classification error.
Compared with linear models, MLPs generally provide
greater flexibility for detecting sophisticated attack pat-
terns; however, they also require higher computational
resources, careful hyperparameter tuning, and longer
training times. Despite these limitations, MLPs have
become one of the most widely adopted Deep Learning
models for intrusion detection and provide an important
benchmark for evaluating the trade-off between predic-
tive performance and computational efficiency in IoT
security applications [3, 16, 28].

All models were implemented using the Scikit-
Learn library and evaluated under the same experimen-
tal conditions. Unless otherwise specified, the default
hyperparameters provided by the Scikit-Learn library
were adopted to establish a standardized experimental
baseline, allowing a fair comparison among the evalu-
ated algorithms while avoiding the influence of exten-
sive hyperparameter tuning on the performance analy-
sis.

Logistic Regression was configured using the lbfgs
solver. Random Forest was configured with 100 deci-
sion trees. The MLP model was trained using a single
hidden layer with 100 neurons and a maximum limit of
300 training epochs.

Table 3: Configuration of the Evaluated Models
Model Configuration
Logistic Regression solver = lbfgs
Random Forest n_estimators = 100
MLP hidden_layer_sizes = (100), max_iter = 300

3.5 Federated Learning

Although the primary focus of this stage of the study is
the centralized evaluation of Machine Learning models,
the experiments were designed to serve as a baseline for
future implementations based on Federated Learning.

The proposed approach consists of distributing sub-
sets of the ToN-IoT dataset among different simulated
clients, representing distinct IoT devices. Each client
performs local training using its own data and shares
only the updated model parameters with a central server
responsible for global aggregation.

For aggregating the local models, the Federated Av-
eraging (FedAvg) strategy will be adopted, as it is one
of the most widely used approaches in Federated Learn-
ing systems due to its simplicity and efficiency [37].

This approach reduces the need for direct data shar-
ing, thereby contributing to privacy preservation and
reducing communication overhead among participating
devices [26, 32].

Therefore, the results presented in this work repre-
sent an essential initial step toward future evaluations
involving Federated Learning applied to intrusion de-
tection in distributed IoT environments [16].

3.6 Experimental Environment

The experiments were developed using the Python pro-
gramming language and executed in a Jupyter Note-
book environment.

The Pandas library was employed for data manip-
ulation, NumPy for numerical operations, and Scikit-
Learn for the implementation of Machine Learning al-
gorithms and model evaluation.

The experiments were conducted in a conventional
computing environment in order to validate the feasibil-
ity of the proposed methodology before implementing
distributed scenarios based on Federated Learning.

4 Results

The experiments were conducted using four subsets of
the ToN-IoT dataset: Modbus, Weather, Garage Door,
and GPS Tracker. Three supervised Machine Learning
algorithms were evaluated: Logistic Regression, Ran-
dom Forest, and Multilayer Perceptron (MLP).
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The models were trained and evaluated on binary
classification tasks, considering normal traffic and mali-
cious traffic. Performance was analyzed using the met-
rics Accuracy, Precision, Recall, and F1-Score. Table 4
summarizes the Accuracy results obtained by the evalu-
ated algorithms across the different subsets of the ToN-
IoT dataset.

Table 4: Model Accuracy Across the ToN-IoT Subsets
Subset LR MLP RF

Modbus 51.41% 57.65% 98.46%
Weather 60.93% 80.41% 98.47%
Garage Door 100.00% 100.00% 100.00%
GPS Tracker 100.00% 100.00% 100.00%

LR: Logistic Regression; RF: Random Forest.

Figure 1: Comparison of the Accuracy of the Evaluated
Models Across the ToN-IoT Subsets.

Table 5: Random Forest Performance Across ToN-IoT
Subsets
Subset Acc. Prec. Rec. F1

Modbus 98.46% 0.99 0.98 0.98
Weather 98.47% 0.99 0.99 0.99
Garage Door 100.00% 1.00 1.00 1.00
GPS Tracker 100.00% 1.00 1.00 1.00

Random Forest consistently achieved the highest
performance across all evaluated ToN-IoT subsets, ob-
taining accuracy values above 98% for the Modbus
and Weather datasets and perfect classification perfor-
mance for the Garage Door and GPS Tracker subsets.
This superior performance can be attributed to the al-
gorithm’s ensemble learning strategy, which effectively
captures complex and nonlinear relationships present
in heterogeneous IoT network traffic. Similar findings
have been reported in previous studies, where Random
Forest demonstrated high robustness and predictive per-
formance for intrusion detection in IoT environments
[22, 28].

Logistic Regression exhibited lower performance
on the Modbus and Weather datasets, suggesting limita-
tions in modeling the more complex patterns present in
these devices. For example, in the Modbus subset, the
model achieved an Accuracy of only 51.41%, whereas
Random Forest reached 98.46%.

The MLP model achieved intermediate results. Al-
though it outperformed Logistic Regression on the
Weather subset, reaching an Accuracy of 80.41%, its
performance remained below that achieved by Random
Forest.

These results demonstrate that different IoT devices
present distinct levels of complexity for intrusion detec-
tion, directly influencing the performance of the evalu-
ated algorithms.

5 Discussion

The results obtained reveal significant differences
among the evaluated ToN-IoT subsets.

While the Modbus and Weather devices presented
more challenging classification scenarios, the Garage
Door and GPS Tracker subsets exhibited a high de-
gree of class separability, enabling all evaluated mod-
els to achieve 100% Accuracy. Exploratory data analy-
sis indicated that the attributes of these devices display
markedly distinct patterns between normal and mali-
cious traffic, facilitating correct class identification by
the evaluated algorithms.

For the Modbus subset, Random Forest substan-
tially outperformed the other algorithms, achieving an
Accuracy of 98.46%. This result suggests that the at-
tack patterns associated with the Modbus protocol ex-
hibit nonlinear characteristics that are more effectively
captured by decision tree-based models.

The Weather subset exhibited intermediate behav-
ior. Although Logistic Regression achieved an Accu-
racy of only 60.93%, the MLP model reached 80.41%,
indicating that techniques capable of modeling nonlin-
ear relationships are better suited to capturing the pat-
terns present in environmental sensor data.

For the Garage Door and GPS Tracker subsets, all
algorithms achieved perfect performance. Exploratory
analysis revealed a high degree of separability between
the normal and attack classes, substantially reducing the
complexity of the classification task. No evidence of
data leakage was identified during data preprocessing
or model evaluation, indicating that the perfect classifi-
cation results are consistent with the strong class sepa-
rability observed in these subsets.

Overall, the experiments demonstrate that the selec-
tion of a Machine Learning model should take into ac-
count the specific characteristics of the monitored de-
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vice and the dataset being analyzed. Among the evalu-
ated algorithms, Random Forest exhibited the most con-
sistent behavior, making it a strong candidate for future
implementations in Federated Learning environments.

The experiments also highlight the importance of
evaluating multiple devices and scenarios before de-
ploying distributed architectures based on Federated
Learning. Consequently, the results obtained in this
stage provide an experimental baseline for future com-
parative studies.

6 Threats to Validity

The primary threats to the validity of this study are
related to the use of only four subsets of the ToN-
IoT dataset (Weather, Modbus, Garage Door, and GPS
Tracker), the evaluation of a limited number of super-
vised algorithms, and the absence of experiments in a
federated environment at this stage of the research.

Although the selected subsets represent different
IoT devices and enable the evaluation of heterogeneous
scenarios, other devices available within the ToN-IoT
dataset or in alternative datasets may exhibit differ-
ent characteristics, potentially affecting model perfor-
mance.

Furthermore, the experiments were conducted in a
centralized environment and therefore do not account
for specific aspects of Federated Learning architectures,
such as client heterogeneity, communication overhead,
device synchronization, and the impact of distributed
model aggregation.

Consequently, future studies involving a broader
range of IoT devices, additional datasets, and Feder-
ated Learning-based implementations will be necessary
to enhance the generalizability of the results obtained.

Another threat to validity is related to the class
imbalance observed in some subsets of the ToN-IoT
dataset, which may influence classifier performance and
favor aggregate metrics such as Accuracy.

In addition, the experiments employed only a sin-
gle stratified train-test split, and therefore the reported
results should be interpreted as an initial experimental
baseline. Techniques such as stratified cross-validation
may be adopted in future studies to reduce potential
variations resulting from data sampling and to further
strengthen the robustness of the evaluation.

7 Conclusion

This work investigated the application of Machine
Learning techniques for intrusion detection in IoT en-
vironments using subsets of the ToN-IoT dataset. Lo-
gistic Regression, Random Forest, and Multilayer Per-

ceptron (MLP) models were evaluated in binary classi-
fication tasks involving normal and malicious traffic.

The experimental results revealed significant differ-
ences among the evaluated devices. While the Garage
Door and GPS Tracker subsets exhibited high class sep-
arability, allowing all models to achieve 100% Accu-
racy, the Modbus and Weather subsets presented more
challenging scenarios. In these cases, Random For-
est achieved superior performance, reaching approx-
imately 98% Accuracy and outperforming the other
evaluated algorithms.

The obtained results established a reproducible ini-
tial experimental baseline for future evaluations involv-
ing Federated Learning-based architectures. Further-
more, the findings demonstrated that different IoT de-
vices may present distinct levels of complexity for in-
trusion detection, reinforcing the importance of select-
ing appropriate algorithms according to the characteris-
tics of the monitored environment. This baseline pro-
vides a consistent reference for future comparisons be-
tween centralized and federated intrusion detection ap-
proaches.

As future work, a federated architecture based on
the Federated Averaging (FedAvg) algorithm will be
implemented, distributing the training process across
multiple simulated IoT devices. This will enable the
evaluation of the impact of distributed training on in-
trusion detection performance and facilitate compar-
isons between centralized and federated models in Edge
Computing environments.

Artifact Availability

The source code, experimental notebook, scripts, re-
sults, and supplementary materials required to repro-
duce the experiments presented in this study are pub-
licly available at:

Project Repository
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