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Abstract. Internet of Things (IoT) networks face increasing security threats due to their heterogeneous
nature and resource constraints. This study presents a comprehensive comparison of ten machine learning
algorithms for anomaly detection in IoT environments using the CICIoT2023 dataset. We evaluated six
supervised learning algorithms (Logistic Regression, Random Forest, Gradient Boosting, Linear SVC,
SGD Classifier, and MLP) and four unsupervised anomaly detection methods (Isolation Forest, SGD
One-Class SVM, Local Outlier Factor, and Elliptic Envelope) using a reproducible pipeline with Data
Version Control (DVC). Our methodology employs stratified sampling on 4.5 million records (97.7%
attacks, 2.3% benign), standardized preprocessing with 39 features, and binary classification. The ex-
perimental framework includes rigorous statistical validation through 705 experiments across multiple
hyperparameter configurations with 5 independent runs each. Given severe class imbalance, balanced
accuracy emerged as the critical metric, with ensemble methods (Gradient Boosting: 92.0%, Random
Forest: 91.9%) demonstrating 8-17 percentage point advantage over linear classifiers in minority class
detection. Gradient Boosting achieved highest F1-score (0.996 ± 0.001), while SGD-based methods
provided 200-600× faster training with competitive performance, suitable for resource-constrained de-
ployments. Bayesian statistical analysis confirmed significant performance differences across algorithm
families. This research establishes a rigorous baseline for algorithm selection in severely imbalanced IoT
intrusion detection systems.

Keywords: IoT Security, Anomaly Detection, Machine Learning, Intrusion Detection, Binary Classifi-
cation, CICIoT2023
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1 Introduction

The proliferation of Internet of Things (IoT) devices has
revolutionized connectivity across diverse domains in-
cluding smart homes, healthcare, industrial automation,
and smart cities [23]. However, this expansion intro-
duces significant security vulnerabilities. IoT networks
face unique challenges: resource constraints, device
heterogeneity, massive scale, and dynamic topologies
create attack surfaces that traditional security mecha-
nisms cannot adequately address [22].

Current intrusion detection systems (IDS) for IoT

networks predominantly rely on signature-based ap-
proaches, which prove inadequate against evolving
and sophisticated attacks [5]. Machine learning-based
anomaly detection offers a promising alternative by
learning patterns from normal network behavior and
identifying deviations indicative of malicious activi-
ties. Despite growing research interest, existing stud-
ies typically focus on individual algorithms or limited
datasets, lacking comprehensive comparative analysis
under standardized conditions.

IoT intrusion detection deployment balances two
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critical error types with asymmetric costs. False posi-
tives (benign traffic misclassified as attacks) trigger un-
necessary mitigation responses, potentially disrupting
legitimate IoT device operations—particularly prob-
lematic for time-critical applications like healthcare
monitoring or industrial control systems where com-
munication blocking causes service degradation. False
negatives (undetected attacks) enable adversaries to
compromise devices, exfiltrate data, or establish persis-
tent footholds for lateral movement. High false positive
rates are a major driver of alert fatigue in Security Oper-
ations Centers (SOCs) and significantly reduce analyst
effectiveness: empirical studies report that the majority
of SOC alarms are false positives, sometimes exceeding
80–90% of all alerts [6, 7, 3]. Consequently, organi-
zations strive to aggressively reduce false positives for
high-severity detections, while accepting some level of
false negatives depending on attack criticality and over-
all risk tolerance [1, 2]. This study prioritizes balanced
accuracy to minimize both error types equally, reflect-
ing scenarios where benign traffic interruption and at-
tack penetration impose comparable operational costs.

This study addresses the fundamental research ques-
tion: Which machine learning algorithms are most ef-
fective for binary anomaly detection in IoT network
traffic? We conduct a systematic comparison of ten al-
gorithms—spanning both supervised classification and
unsupervised anomaly detection paradigms—using the
recent CICIoT2023 dataset. Our contributions include:
(1) a comprehensive baseline for ML algorithm perfor-
mance in IoT anomaly detection established through
705 rigorous experiments, (2) a reproducible experi-
mental framework with DVC-based pipeline, (3) rig-
orous statistical validation through Bayesian analy-
sis across multiple runs, and (4) detailed analysis of
computational efficiency for practical deployment in
resource-constrained IoT environments.

The remainder of this paper is organized as follows:
Section 2 reviews related work in machine learning for
IoT security. Section 3 details our methodology, includ-
ing dataset description, algorithm selection, preprocess-
ing pipeline, and evaluation metrics. Section 4 presents
experimental results and comparative analysis. Finally,
Section 5 concludes with key findings and future re-
search directions.

2 Related Work

IoT security presents unique challenges stemming from
resource constraints, device heterogeneity, and mas-
sive scale. Machine learning approaches have emerged
as promising solutions for anomaly detection in these
environments. However, despite significant progress

in the last decade, several gaps persist concerning re-
producibility, dataset imbalance, and real-time applica-
bility of learning models under constrained conditions
[42].

2.1 IoT Security Challenges

IoT networks exhibit characteristics that complicate
the implementation of traditional cybersecurity solu-
tions. The main issues include: (1) Resource con-
straints—low processing and storage capacity limit
the use of complex cryptographic or learning-based
mechanisms [26]; (2) Device heterogeneity—different
operating systems and communication protocols hin-
der unified detection frameworks [35]; (3) Massive
scale—billions of devices generate continuous, high-
volume data streams [34]; and (4) Dynamic topol-
ogy—frequent joining and leaving of nodes compro-
mise model stability. Several studies emphasize that
lightweight, adaptive, and distributed mechanisms are
crucial for securing IoT infrastructures [22, 33]. More-
over, due to limited computational resources, detec-
tion strategies must balance accuracy, latency, and in-
terpretability to maintain operability in real-world sce-
narios.

2.2 Machine Learning for IoT Intrusion Detection

Machine learning (ML) techniques have become the
cornerstone of intrusion detection systems (IDS) in IoT
[29, 39]. Early works applied classical models such
as Decision Trees, Naïve Bayes, and Support Vector
Machines (SVM), achieving good generalization with
reduced complexity [4]. Ensemble methods like Ran-
dom Forest (RF) [12] and Gradient Boosting (GBM)
[19, 36, 8] improved resilience to overfitting by com-
bining multiple weak learners. RF, in particular, gained
popularity for IoT IDS due to its parallelizable training
and interpretability of decision paths.

Deep learning (DL) architectures [32, 30, 15], in-
cluding Convolutional Neural Networks (CNNs) [41,
37, 31], Recurrent Neural Networks (RNNs), and Long
Short-Term Memory (LSTM) networks, have achieved
superior detection rates by capturing hierarchical spa-
tial–temporal dependencies in network traffic [16]. For
instance, CNN-LSTM hybrids and Transformer-based
IDSs have been used to extract both static and sequen-
tial patterns from packet flows, outperforming tradi-
tional classifiers on benchmarks such as Bot-IoT and
CICIDS2018. However, DL models are often limited
by their energy consumption and memory footprint,
posing deployment challenges on edge devices.
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Unsupervised learning methods have also gained at-
tention for detecting zero-day attacks and unseen be-
haviors. Isolation Forest [24, 25], One-Class SVM
[38], and Local Outlier Factor (LOF) [13] are com-
mon anomaly detection techniques that do not rely on
labeled data. Recent studies propose hybrid models
combining Autoencoders (AE) or Variational Autoen-
coders (VAE) with tree-based ensembles to detect sub-
tle anomalies in encrypted or obfuscated IoT traffic [9].
Although these methods can generalize to unseen at-
tacks, they typically exhibit unstable performance when
applied to high-dimensional or imbalanced datasets.

Beyond single-model strategies, hybrid and ensem-
ble architectures have emerged as an active research di-
rection. Recent frameworks integrate multiple learners
(e.g., AE + XGBoost, CNN + RF) to enhance robust-
ness across attack types [28]. In [18] is demonstrated
that ensemble and hybrid deep learning approaches
achieved average detection rates above 98% on CI-
CIoT2023, surpassing standalone SVM or Logistic Re-
gression. Similarly, studies on feature selection coupled
with dimensionality reduction—such as mRMR, PCA,
or autoencoder compression—improve both efficiency
and interpretability in IoT anomaly detection systems.

Another recent trend involves federated learning
(FL) and edge intelligence for distributed IoT intrusion
detection [20]. Federated learning allows local models
to collaboratively train global IDS frameworks without
sharing raw data, preserving privacy and scalability. Hi-
erarchical FL structures have been proposed to balance
communication cost and accuracy between edge, fog,
and cloud layers. Transfer learning has also been ex-
plored to adapt models trained on one IoT dataset (e.g.,
CICIDS2018) to another (e.g., CICIoT2023), reducing
retraining time and improving cross-domain generaliza-
tion.

2.3 Evaluation Gaps and Research Challenges

Despite progress, the literature reveals persistent chal-
lenges. First, comparative analyses often lack standard-
ization: distinct datasets, preprocessing methods, and
evaluation metrics make results non-reproducible. Sec-
ond, class imbalance remains critical—real IoT traf-
fic exhibits attack dominance (often >95%), leading to
misleading accuracy results when models ignore minor-
ity benign samples. Balanced accuracy and F1-score
metrics are thus essential to correctly quantify detection
capability in these contexts [14]. Third, computational
efficiency is seldom reported, though it is crucial for
real-time IoT deployment on edge and fog nodes.

Recent benchmarking initiatives, such as the CI-
CIoT2023 dataset [27], attempt to standardize evalua-

tion protocols by providing large-scale, realistic traffic
traces with diverse attack families. However, only a few
studies offer statistically validated comparisons across
multiple algorithms. Moreover, reproducibility remains
a major concern, with many papers lacking open-source
implementations or detailed hyperparameter documen-
tation.

Building upon these limitations, the present study
differs from prior research in several aspects. First,
it provides a rigorous, reproducible experimental de-
sign based on Data Version Control (DVC), ensuring
transparency of all preprocessing and model training
steps. Second, it compares ten algorithms—six super-
vised and four unsupervised—under identical experi-
mental conditions, minimizing biases caused by vary-
ing setups. Third, it integrates Bayesian posterior anal-
ysis to establish statistical significance among results,
an approach rarely found in IoT IDS literature. Finally,
by analyzing trade-offs between performance and re-
source consumption, this study establishes a practical
baseline for algorithm selection according to deploy-
ment layer (edge, fog, or cloud), supporting the devel-
opment of adaptive and energy-efficient intrusion detec-
tion systems in large-scale IoT networks.

3 Methodology

This section describes the methodological framework
adopted to evaluate and compare the performance of
multiple machine learning algorithms for anomaly de-
tection in IoT networks. The methodology was de-
signed to ensure reproducibility, statistical rigor, and
practical relevance under conditions that reflect real-
world IoT constraints such as limited computational re-
sources and highly imbalanced traffic distributions. The
experimental workflow consists of five main compo-
nents: (1) dataset acquisition and preprocessing, (2)
algorithm selection covering both supervised and un-
supervised paradigms, (3) implementation of a repro-
ducible Data Version Control (DVC)-based pipeline,
(4) comprehensive evaluation using standard and bal-
anced performance metrics, and (5) statistical valida-
tion through Bayesian analysis. Each component was
carefully designed to maintain methodological trans-
parency and to allow independent verification and ex-
tension by the research community. To establish a fair
comparison across learning paradigms, all algorithms
were trained and tested under identical conditions, us-
ing a standardized subset of the CICIoT2023 dataset.
The following subsections detail the characteristics of
the dataset, the preprocessing procedures applied, the
selection of algorithms, the experimental setup, and the
performance metrics employed.
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3.1 CICIoT2023 Dataset

We utilized the CICIoT2023 dataset [27] from the
Canadian Institute for Cybersecurity, containing ap-
proximately 47 million network traffic records captured
from a realistic IoT testbed with 105 devices. The
dataset includes 46 network flow features and encom-
passes seven attack categories: DDoS, Mirai, Recon-
naissance, Spoofing, Web-based attacks, Brute Force,
and Man-in-the-Middle. For this study, we performed
binary classification by merging all attack types into a
single "malicious" class (label=1), with benign traffic as
the negative class (label=0), reflecting practical IoT se-
curity scenarios where initial detection precedes attack-
type classification.

Due to computational constraints, we implemented
stratified sampling to maintain representativeness while
enabling efficient experimentation. Our sample com-
prises 4,501,906 records ( 10% of original dataset) with
preserved class proportions: 105,137 benign records
(2.3%) and 4,396,769 malicious records (97.7%). The
sample was split into training (80%, 3.6M records) and
testing (20%, 900K records) sets using stratified parti-
tioning with fixed random seed (42) for reproducibility.

3.2 Algorithm Selection

We evaluated ten algorithms representing different
learning paradigms, ordered by computational com-
plexity for optimal resource management:

Supervised Learning (6 algorithms): (1) Lo-
gistic Regression—linear probabilistic classifier, (2)
SGD Classifier [11]—stochastic gradient descent
classifier, (3) Linear SVC [17]—support vector
classifier with linear kernel, (4) Random Forest
[12]—ensemble method with bagging, (5) Gradient
Boosting [19]—ensemble with boosting, (6) Multi-
Layer Perceptron (MLP)—neural network.

Unsupervised Anomaly Detection (4 algorithms):
(7) Isolation Forest—tree-based anomaly detection,
(8) SGD One-Class SVM—stochastic gradient de-
scent novelty detection, (9) Local Outlier Fac-
tor (LOF)—density-based detection, (10) Elliptic
Envelope—Gaussian-based detection.

3.3 Data Preprocessing Pipeline

Our DVC-based pipeline comprises 15 stages: quality
checking, stratified sampling, exploratory analysis, pre-
processing, ten algorithm-specific experiment stages,
and result consolidation.

Feature Engineering: From the original 46 fea-
tures, we retained 39 informative features after remov-
ing constant and highly correlated columns (r > 0.95).

Features span network layer (Header_Length, Protocol,
TTL), transport layer (TCP flags and counts), applica-
tion layer (HTTP, HTTPS, DNS, etc.), and statistical
metrics (sum, min, max, average, standard deviation).

Preprocessing Steps: (1) Missing value imputation
using mode for conservativeness; (2) Label binarization
(BENIGN → 0, all attacks → 1); (3) Train-test split
with stratification (80/20); (4) StandardScaler normal-
ization (µ = 0, σ = 1) fitted only on training data to
prevent leakage.

Given severe class imbalance (97.7% attacks, 2.3%
benign), we trained all algorithms on raw unbalanced
data without resampling or class weight adjustments
[21]. This reflects real-world IoT network traffic dis-
tributions where attacks substantially outnumber be-
nign communications. To ensure unbiased evaluation,
we employed balanced accuracy as the primary metric,
computing the arithmetic mean of sensitivity (true pos-
itive rate) and specificity (true negative rate), providing
equal weight to both classes regardless of their preva-
lence in the dataset.

3.4 Experimental Configuration

All experiments were conducted on a dedicated server
with 8-core CPU (x86_64, 2.4 GHz), 31 GB RAM, run-
ning Linux Ubuntu with Python 3.12.3. This configura-
tion represents typical fog node or edge server capabil-
ities in IoT deployments.

We evaluated multiple hyperparameter configura-
tions per algorithm using a structured grid-based ap-
proach with IoT-deployment-focused parameter ranges.
The adaptive strategy allocated configurations based on
algorithmic complexity: computationally efficient al-
gorithms (Logistic Regression, SGD-based methods)
received 20 configurations exploring wider parameter
spaces, moderate algorithms (Random Forest, anomaly
detectors) received 12-15 configurations, and computa-
tionally intensive algorithms (Gradient Boosting, MLP)
received 8-10 carefully selected configurations balanc-
ing performance and computational feasibility.

Each configuration was evaluated with 5 indepen-
dent training runs using fixed random seed (42) on a sin-
gle stratified 80/20 train-test split (seed=42). This val-
idation strategy is appropriate for large datasets (3.6M
training samples), where single-split estimates achieve
low variance [21]. Following systems benchmark-
ing best practices, the 5-run repetition validates ex-
perimental reproducibility and computational stability
while maintaining tractability (705 total experiments
vs. 3,525 for 5-fold cross-validation).

The parameter ranges are Logistic Regression
(C ∈ {0.0001, 0.001, ..., 10000}, 20 logarith-
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mic steps), Random Forest (n_estimators ∈
{20, 30, 50, 70, 100, 150, 200, 250, 300, 350},
max_depth ∈ {5, 7, 10, 12, 15, 18, 20, 25}),
Gradient Boosting (n_estimators ∈
{50, 100, 150, 200}, learning_rate ∈
{0.05, 0.1, 0.2}, max_depth ∈ {3, 5, 7}), Linear SVC
(C ∈ {0.1, 1.0, 10.0, 100.0}), MLP (hidden_layers ∈
{(50, ), (100, ), (100, 50), (100, 100)}), Isolation For-
est (contamination ∈ {0.05, 0.07, 0.1, 0.12, 0.15},
n_estimators ∈ {50, 100, 150, 200}), SGD One-
Class SVM (nu ∈ {0.05, 0.1, 0.15, 0.2}), LOF
(n_neighbors ∈ {10, 20, 30, 50}), SGD Classifier
(alpha ∈ {0.0001, 0.001, 0.01}), and Elliptic Envelope
(contamination ∈ {0.05, 0.1, 0.15, 0.2, 0.25}).

3.5 Evaluation Metrics

A comprehensive set of evaluation metrics was em-
ployed to ensure a fair and multidimensional compar-
ison among algorithms. The metrics were grouped into
three main categories, reflecting different aspects of
model performance and practicality.

(1) Classification performance. To assess the de-
tection capability of each algorithm, we computed stan-
dard classification metrics, including Accuracy, Bal-
anced Accuracy [14], Precision, Recall, and F1-Score.
While overall Accuracy provides a general view of
model performance, it can be misleading in highly im-
balanced datasets such as IoT traffic, where attack sam-
ples dominate in this case. Therefore, Balanced Ac-
curacy—defined as the arithmetic mean between sensi-
tivity (true positive rate) and specificity (true negative
rate)—was used as the primary fairness-oriented met-
ric. The F1-Score was adopted as the principal ranking
criterion, reflecting the trade-off between precision and
recall in imbalanced scenarios.

(2) Computational efficiency. Given the resource-
constrained nature of IoT environments, computational
performance was evaluated through total training time,
inference time per sample, and peak memory consump-
tion. These metrics are critical for assessing the feasi-
bility of deploying each algorithm at different layers of
IoT architectures (edge, fog, or cloud). Algorithms with
comparable accuracy but significantly lower resource
requirements are preferred for lightweight or embedded
implementations.

(3) Statistical validation. To ensure the robust-
ness and reproducibility of results, each experiment was
repeated five times using fixed random seeds follow-
ing systems benchmarking methodology. The mean,
standard deviation, and coefficient of variation were
computed to capture computational stability and re-
producibility. In addition, Bayesian posterior prob-

ability analysis [14] was employed for pairwise al-
gorithm comparisons, enabling probabilistic inference
about which models outperform others with statistically
significant confidence levels. This statistical layer com-
plements deterministic metrics and provides a more rig-
orous foundation for ranking algorithmic performance.

3.6 Reproducibility

Software Environment: All experiments were
implemented in Python 3.12.3 using well-
established scientific computing libraries, including
scikit-learn 1.7.1, NumPy 2.3.2, Pandas 2.3.1,
and SciPy 1.16.1. The workflow was managed
through Data Version Control (DVC) 3.61.0
and MLflow 3.1.4 to ensure traceability of each
experimental stage and systematic logging of model
performance. A full dependency specification is
provided in the accompanying requirements.txt
file, allowing precise replication of the execution
environment.

Data Availability: The experiments utilized the
publicly available CICIoT2023 dataset, maintained
by the Canadian Institute for Cybersecurity, accessi-
ble at https://www.unb.ca/cic/datasets/
iotdataset-2023.html. To ensure experimental
efficiency while maintaining class representativeness,
a stratified sampling procedure was applied to extract
10% of the full dataset, preserving the original benign-
to-attack distribution ratio.

Experimental Pipeline: A fully automated DVC-
based pipeline was developed, comprising 15 sequen-
tial stages that include data preprocessing, feature se-
lection, algorithm-specific training, and performance
aggregation. Each stage is version-controlled and re-
producible through a single command (dvc repro),
guaranteeing deterministic experiment regeneration.
The integration with MLflow enables continuous track-
ing of hyperparameters, metrics, and artifacts across
multiple experimental runs.

Reproducibility and Random Seeds: Following
systems benchmarking best practices [40, 10], all exper-
iments employed fixed random seeds to ensure perfect
reproducibility and enable fair computational perfor-
mance comparison. The dataset partitioning used seed
42, and all model initializations used the same seed (42)
across five independent training runs per configuration.
This approach prioritizes computational performance
evaluation and reproducibility over model initialization
variance assessment, which is appropriate for compara-
tive systems studies using deterministic algorithms and
large-scale datasets (3.6M training samples). The five
runs per configuration serve to validate experimental re-
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producibility and detect potential non-deterministic be-
havior rather than to quantify initialization variance.

Hardware Configuration: All computations were
performed on a dedicated server equipped with an 8-
core x86_64 CPU (2.4 GHz), 31 GB of RAM, and run-
ning Ubuntu Linux. Although absolute processing
times may vary across hardware platforms, the relative
performance comparisons among algorithms remain in-
variant and valid across equivalent computational envi-
ronments.

4 Results and Discussion

This section presents comprehensive experimental re-
sults from 705 experiments evaluating ten machine
learning algorithms for IoT anomaly detection. Results
are organized into algorithm performance comparison,
computational efficiency analysis, statistical validation,
and key findings discussion.

4.1 Algorithm Performance Comparison

Critical Note on Class Imbalance: The CICIoT2023
dataset exhibits severe class imbalance (97.7% attacks,
2.3% benign), making balanced accuracy [14] the most
critical metric. Standard accuracy can be misleading:
a trivial classifier predicting all samples as "attack"
achieves 97.7% accuracy while being useless. Balanced
accuracy, computing the arithmetic mean of sensitiv-
ity and specificity, provides unbiased evaluation across
both classes. For IoT security, correctly identifying be-
nign traffic (avoiding false positives) is as critical as de-
tecting attacks.

Table 1 presents the overall performance of all ten
evaluated algorithms across multiple runs. The table
includes mean accuracy, balanced accuracy, precision,
recall, F1-score with standard deviations, total training
time, and number of experiments conducted per algo-
rithm.

Balanced Accuracy Analysis (Primary Metric):
Balanced accuracy reveals the true discriminative
power. Gradient Boosting (0.920 ± 0.014) and Ran-
dom Forest (0.919 ± 0.017) substantially outperformed
all others, demonstrating 8–17 percentage points ad-
vantage over linear methods (0.87–0.88). This gap
indicates superior capability to correctly classify mi-
nority benign traffic without sacrificing attack detec-
tion. MLP achieved 0.902, while linear classifiers clus-
tered at 0.87–0.88. Anomaly detection methods ranged
0.75–0.86, with Isolation Forest showing poor minor-
ity class discrimination (0.754 ± 0.091).

The 12–17 percentage point gap between standard
accuracy (98–99%) and balanced accuracy (75–92%)

quantifies the cost of class imbalance. Algorithms
must correctly identify both classes: ensemble methods
achieved this balance, while simpler models exhibited
bias toward the majority attack class.

F1-Score Ranking: Gradient Boosting (0.996 ±
0.001) and Random Forest (0.996 ± 0.001) led, fol-
lowed by MLP (0.995 ± 0.001). Linear methods
achieved 0.993, while anomaly detectors reached 0.990.
Isolation Forest showed high F1 variability (0.934 ±
0.061), indicating hyperparameter sensitivity in imbal-
anced scenarios.

Key Insight: Ensemble methods’ dominance
in both balanced accuracy and F1-score confirms
their suitability for severely imbalanced IoT security
datasets, effectively handling minority class detection
without compromising overall performance.

4.1.1 Per-Class Performance Analysis

To understand performance beyond aggregate metrics,
Table 2 presents confusion matrices for the three best-
performing algorithms, revealing per-class detection
capabilities critical for imbalanced datasets.

The confusion matrices reveal critical insights for
operational deployment. All three algorithms achieved
excellent sensitivity (>99.5%), correctly detecting vir-
tually all attacks. However, specificity—correct identi-
fication of benign traffic—varied substantially: Gradi-
ent Boosting (86.59%) and Random Forest (85.96%)
correctly classified approximately 6 out of 7 benign
samples, while MLP (81.67%) misclassified nearly 1
in 5 benign samples.

False positive rates directly impact operational vi-
ability. Gradient Boosting’s 13.41% FPR translates to
2,819 false alarms from 21,027 benign samples in the
test set—approximately 134 false alarms per 1,000 be-
nign connections. While non-trivial, this represents a
50% reduction versus MLP’s 18.33% FPR (183 false
alarms per 1,000). For Security Operations Centers
managing thousands of IoT devices, this difference sub-
stantially affects analyst workload and alert fatigue.

False negative rates remained remarkably low
across all algorithms (<0.5%), with Gradient Boosting
missing only 3,492 of 879,355 attacks (0.40% FNR).
This exceptional attack detection performance, com-
bined with superior benign traffic recognition, validates
ensemble methods’ superiority for imbalanced IoT se-
curity applications.

Figure 1 visualizes the substantial performance gap
in balanced accuracy, emphasizing ensemble methods’
superiority for imbalanced classification tasks.
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Table 1: Overall Algorithm Performance Summary. Mean values with standard deviations computed across 5 independent runs per configura-
tion. Time represents total training time in seconds across all experiments for each algorithm.

Algorithm Accuracy Bal. Accuracy Precision Recall F1-Score Time (s)
Gradient Boosting 0.992 ± 0.001 0.920 ± 0.014 0.996 ± 0.001 0.996 ± 0.001 0.996 ± 0.001 88,203
Random Forest 0.992 ± 0.001 0.919 ± 0.017 0.996 ± 0.001 0.996 ± 0.001 0.996 ± 0.001 53,476
MLP Classifier 0.991 ± 0.001 0.902 ± 0.004 0.995 ± 0.001 0.995 ± 0.001 0.995 ± 0.001 48,115
Logistic Regression 0.987 ± 0.001 0.880 ± 0.003 0.994 ± 0.001 0.993 ± 0.001 0.993 ± 0.001 3,161
SGD Classifier 0.986 ± 0.001 0.873 ± 0.007 0.993 ± 0.001 0.993 ± 0.001 0.993 ± 0.001 2,904
Linear SVC 0.987 ± 0.001 0.879 ± 0.001 0.994 ± 0.001 0.993 ± 0.001 0.993 ± 0.001 14,754
Elliptic Envelope 0.981 ± 0.003 0.858 ± 0.013 0.990 ± 0.001 0.990 ± 0.001 0.990 ± 0.001 1,316
Local Outlier Factor 0.981 ± 0.001 0.856 ± 0.007 0.990 ± 0.001 0.990 ± 0.001 0.990 ± 0.001 10,921
SGD One-Class SVM 0.981 ± 0.001 0.856 ± 0.007 0.990 ± 0.001 0.990 ± 0.001 0.990 ± 0.001 128
Isolation Forest 0.884 ± 0.102 0.754 ± 0.091 0.937 ± 0.060 0.931 ± 0.063 0.934 ± 0.061 1,198

Table 2: Confusion Matrices and Per-Class Metrics for Top Algorithms (Best Runs)

Algorithm TN FP FN TP Specificity FPR
Gradient Boosting 18,208 2,819 3,492 875,863 0.866 0.134
Random Forest 18,074 2,953 3,406 875,949 0.860 0.140
MLP Classifier 17,173 3,854 3,963 875,392 0.817 0.183

Figure 1: Balanced accuracy comparison across algorithms. Ensemble methods (Gradient Boosting, Random Forest) demonstrate 8-17 per-
centage point advantage over linear classifiers, critical for minority class detection in imbalanced IoT datasets.

INFOCOMP, v. 24, no. 2, p. pp-pp, Dec, 2025.



Vicente et al. COMPARATIVE ANALYSIS OF ML ALGORITHMS FOR ANOMALY DETECTION IN IOT NETWORKS 8

4.2 Computational Efficiency Analysis

Table 3 presents computational requirements, revealing
critical trade-offs between accuracy and efficiency for
practical IoT deployment.

SGD One-Class SVM demonstrated a computa-
tional efficiency: 128 seconds training time (689×
speedup vs. Gradient Boosting) and merely 43 MB
peak memory while maintaining competitive F1-score
(0.990). SGD Classifier proved even more memory-
efficient at 28 MB, ideal for constrained edge devices
with 512MB–2GB RAM typical in IoT deployments.

Inference Latency Analysis: Inference time per
sample reveals real-time detection capabilities. Lin-
ear models (SGD, Logistic Regression, Linear SVC)
achieved sub-microsecond inference (<0.1 µs), en-
abling real-time detection on edge devices processing
thousands of packets per second. Gradient Boosting
(5.31 µs) and MLP (1.06 µs) maintained microsecond-
scale latency suitable for fog nodes. Random Forest
(22.9 µs) remains viable for moderate traffic volumes.
However, Local Outlier Factor (144 µs) imposes sig-
nificant latency penalties, limiting applicability to low-
throughput scenarios or offline analysis. For context, at
1,000 packets/second (typical IoT gateway), Gradient
Boosting processes predictions in <0.6% of available
time (1ms window), leaving 99.4% for other operations.

Memory Efficiency Analysis: Peak memory con-
sumption revealed critical deployment constraints. Lo-
gistic Regression unexpectedly required 1.1 GB mem-
ory despite fast training, unsuitable for edge devices.
Random Forest consumed 425 MB, manageable for
fog nodes but excessive for edge. Conversely, SGD-
based methods (28–43 MB), Linear SVC (36 MB), and
Gradient Boosting (45 MB) demonstrated remarkable
memory efficiency, enabling deployment on resource-
constrained hardware. MLP required 130 MB, reason-
able for neural network standards.

The three highest-performing algorithms exhibited
contrasting resource profiles: Gradient Boosting (88K
seconds training, 5.31 µs inference, 45 MB) trades
training time for runtime efficiency and memory fru-
gality; Random Forest (53K seconds, 22.9 µs, 425
MB) balances training cost with moderate inference la-
tency; MLP (48K seconds, 1.06 µs, 130 MB) offers
fast inference with moderate memory. These profiles
inform deployment: Gradient Boosting suits memory-
constrained fog nodes with offline training; Random
Forest fits high-RAM environments tolerating 20µs la-
tency; MLP balances both dimensions for general-
purpose deployment.

4.3 Statistical Reproducibility

The experimental results demonstrate excellent repro-
ducibility. All algorithms achieved coefficient of varia-
tion below 0.002 for F1-scores (except Isolation Forest
with CV: 0.066), validating our 5-run statistical rigor
approach. The standard deviations reported in Table 1
quantify variability across independent runs, with en-
semble methods (Gradient Boosting, Random Forest)
showing consistent performance despite their complex-
ity. Isolation Forest exhibited the highest performance
variability, suggesting unsuitability for production de-
ployments without extensive hyperparameter tuning for
specific IoT environments.

4.4 Baseline Comparisons

To contextualize performance, we compared against
naive baselines and established performance floors. A
majority class classifier (predicting all samples as "at-
tack") achieves 97.7% accuracy but exactly 50% bal-
anced accuracy (correctly classifying all attacks but
zero benign samples, yielding (100% + 0%)/2 = 50%).
This trivial baseline confirms that standard accuracy is
misleading for imbalanced data, while balanced accu-
racy correctly identifies uselessness.

A random classifier (50% probability for each class)
achieves approximately 50% accuracy and 50% bal-
anced accuracy, serving as the theoretical lower bound.
All evaluated ML algorithms substantially exceeded
these baselines: even the weakest performer (Isolation
Forest, balanced accuracy 75.37%) outperformed naive
baselines by 25 percentage points, while top performers
(Gradient Boosting, 91.95%) achieved 42 percentage
point improvements over majority voting.

To our knowledge, this study establishes the first
comprehensive ML baseline on the CICIoT2023 dataset
with rigorous experimental methodology. The dataset
authors [27] presented the dataset and initial attack
characterization but did not report systematic ML algo-
rithm comparisons. Our results provide reference per-
formance metrics for future research on this increas-
ingly adopted IoT security benchmark.

4.5 Discussion of Key Findings

Our comprehensive evaluation yields several critical in-
sights for IoT intrusion detection system deployment:

Ensemble Superiority: Gradient Boosting and
Random Forest consistently outperformed all other ap-
proaches, achieving F1-scores exceeding 0.996. Their
robustness stems from combining multiple weak learn-
ers, effectively handling the IoT dataset’s high dimen-
sionality (39 features) and class imbalance (97.7% at-
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Table 3: Computational Efficiency and Resource Requirements

Algorithm Train (s) Infer. (µs) Exps Peak (GB) Avg/Exp (s) Efficiency
SGD One-Class SVM 128 0.05 75 0.043 1.7 7.73
Isolation Forest 1,198 9.97 75 0.065 16.0 0.78
Elliptic Envelope 1,316 1.07 75 0.150 17.5 0.75
SGD Classifier 2,904 0.05 100 0.028 29.0 0.34
Logistic Regression 3,161 0.07 100 1.105 31.6 0.31
Local Outlier Factor 10,921 144.0 40 0.078 273.0 0.09
Linear SVC 14,754 0.06 90 0.036 164.0 0.07
MLP Classifier 48,115 1.06 40 0.130 1,203.0 0.02
Random Forest 53,476 22.9 60 0.425 891.3 0.02
Gradient Boosting 88,203 5.31 50 0.045 1,764.1 0.01

Note: Train = total training time; Infer. = inference time per sample; Exps = number of experiments; Peak = peak RAM usage;
Avg/Exp = average time per experiment; Efficiency = F1 per 1000 seconds.

tacks). These results align with recent IoT security
studies demonstrating ensemble methods’ effectiveness
in handling heterogeneous network traffic patterns.

Resource-Constrained Deployment: For edge de-
vices with limited computational capacity (typically
512MB–2GB RAM, 1-4 cores), SGD-based methods
offer compelling alternatives: SGD Classifier (28 MB,
F1: 0.993) and SGD One-Class SVM (43 MB, F1:
0.990) sacrifice merely 0.3–0.6% F1-score while pro-
viding 200–600× faster training and 10–40× lower
memory footprint versus ensemble methods. Surpris-
ingly, Logistic Regression’s 1.1 GB memory require-
ment disqualifies it from edge deployment despite fast
training. Linear SVC (36 MB) and Gradient Boost-
ing (45 MB) offer memory-efficient alternatives for
fog nodes, though Gradient Boosting’s 24-hour training
time limits retraining frequency.

Supervised vs. Unsupervised Paradigms: Su-
pervised learning algorithms (top 6 performers) signif-
icantly outperformed unsupervised anomaly detection
methods, suggesting that labeled IoT attack datasets
like CICIoT2023 enable more accurate threat identifi-
cation than purely anomaly-based approaches. How-
ever, unsupervised methods’ ability to detect novel at-
tack patterns without retraining remains valuable for
zero-day threat scenarios.

Balanced Accuracy: Critical for Imbalanced IoT
Security: With 97.7% attack traffic, standard accuracy
is misleading. The 12–24 percentage point gap between
accuracy (98–99%) and balanced accuracy (75–92%)
quantifies algorithms’ difficulty correctly classifying
minority benign traffic. Ensemble methods (Gradient
Boosting: 92.0%, Random Forest: 91.9%) achieved
8–17 point advantage over linear methods (87–88%),
reducing false positive rates by 50–70% in absolute

terms. This translates to fewer false alarms in pro-
duction SOCs, critical for operational viability. Lin-
ear classifiers’ bias toward majority attack class makes
them unsuitable for imbalanced IoT deployments de-
spite competitive F1-scores.

Practical Deployment Strategy: Memory and
computational constraints inform a tiered architecture:
(1) Edge devices (512MB–2GB RAM): SGD Classi-
fier (28 MB, 29s training) or SGD One-Class SVM (43
MB, 1.7s training) for real-time detection with min-
imal footprint; (2) Fog nodes (4–16GB RAM): Ran-
dom Forest (425 MB, 891s/exp) for balanced accuracy-
efficiency, or Gradient Boosting (45 MB, 1764s/exp)
when memory-constrained but offline training accept-
able; (3) Cloud infrastructure: Gradient Boosting for
highest balanced accuracy (92.0%) and centralized
model training, leveraging abundant computational re-
sources for 24-hour training cycles.

4.6 Limitations and Future Directions

While this study establishes a comprehensive baseline,
several limitations should be acknowledged to guide fu-
ture research and practical deployments.

Binary Classification Constraint: The binary clas-
sification approach (benign vs. attack) adopted in
this study, while appropriate for initial anomaly detec-
tion, does not distinguish among the seven attack cat-
egories present in CICIoT2023 (DDoS, Mirai, Recon-
naissance, Spoofing, Web-based, Brute Force, Man-in-
the-Middle). Practical IoT intrusion detection systems
require threat differentiation since distinct attack types
demand different mitigation strategies—a DDoS attack
requires traffic filtering and rate limiting, while a Man-
in-the-Middle attack necessitates cryptographic coun-
termeasures. Future work should extend this analysis to
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multi-class classification scenarios, evaluating whether
the observed algorithm rankings persist when models
must discriminate among attack families with varying
network signatures.

Operational Impact of False Positives: Although
false positive rates were quantified (13–18% for top per-
formers), the operational consequences in production
Security Operations Centers (SOCs) warrant deeper ex-
amination. In large-scale IoT deployments with thou-
sands of devices generating continuous traffic, even a
13% false positive rate can translate to hundreds of
daily false alarms, contributing to analyst fatigue and
potentially masking genuine threats [6]. Deployment
case studies and scenario-based analyses—for instance,
quantifying analyst workload under different traffic vol-
umes and false positive rates—would provide action-
able insights for practitioners tuning detection thresh-
olds in real-world environments.

Temporal Dynamics and Concept Drift: The cur-
rent evaluation treats network samples as independent
observations, overlooking the inherently temporal and
sequential nature of IoT traffic. Real-world IoT net-
works exhibit concept drift—gradual or sudden changes
in traffic patterns due to device updates, new attack vari-
ants, or environmental shifts—that can degrade model
performance over time. Sequential dependencies be-
tween packets (e.g., attack patterns spanning multiple
flows) are also ignored in the current feature represen-
tation. Adaptive learning approaches, including on-
line learning algorithms, streaming architectures (e.g.,
Apache Kafka-based pipelines), and evolutionary clus-
tering methods capable of detecting and adapting to
distribution shifts, represent promising directions for
maintaining detection accuracy in dynamic IoT envi-
ronments.

Zero-Day Attack Detection: Supervised models
trained on known attack signatures inherently strug-
gle with zero-day attacks—novel threats absent from
training data. While unsupervised anomaly detectors
showed lower overall performance in this study, their
capacity to identify deviations from normal behavior
without prior attack knowledge remains valuable for de-
tecting emerging threats. Hybrid architectures combin-
ing supervised classification for known attacks with un-
supervised anomaly detection for novel patterns, poten-
tially augmented by transfer learning from related secu-
rity domains, could enhance resilience against evolving
threat landscapes.

Model Interpretability: The current analysis fo-
cuses on aggregate performance metrics without exam-
ining which features drive classification decisions. Ex-
plainability techniques such as SHAP (SHapley Addi-

tive exPlanations) values, permutation importance, or
attention mechanisms for neural models would provide
deeper insights into algorithmic behavior and support
security analysts in understanding and validating de-
tection decisions. Feature importance analysis could
also reveal whether models exploit meaningful network
characteristics or spurious correlations, informing fea-
ture engineering for future iterations.

5 Conclusion

This study presented a comparative analysis of ten ma-
chine learning algorithms for anomaly detection in IoT
networks using the CICIoT2023 dataset. Across 705
controlled experiments with standardized preprocess-
ing and Bayesian statistical validation, a robust perfor-
mance baseline was established for algorithm selection
in IoT intrusion detection systems. The main contri-
butions include: (1) a comprehensive benchmark cov-
ering six supervised and four unsupervised models un-
der identical conditions; (2) a fully reproducible DVC-
based pipeline ensuring transparency and replicability;
(3) Bayesian posterior analysis revealing statistically
significant differences among algorithm families; and
(4) an evaluation of computational efficiency relevant
to real-world deployment in resource-constrained envi-
ronments.

Experimental results demonstrated that ensemble
methods, particularly Gradient Boosting (F1 = 0.996,
balanced accuracy = 92.0%) and Random Forest (F1 =
0.996, balanced accuracy = 91.9%), achieved the best
trade-off between detection accuracy and false-positive
control, improving balanced accuracy by up to 17 per-
centage points over linear classifiers. SGD-based algo-
rithms offered competitive accuracy (F1 > 0.99) with
up to 600× faster training and minimal memory foot-
print (28–43 MB), making them suitable for lightweight
edge deployments. The results support a tiered deploy-
ment strategy aligning algorithm selection with hard-
ware capabilities across the IoT hierarchy: SGD-based
methods for resource-constrained edge devices, ensem-
ble methods for fog nodes, and Gradient Boosting for
cloud environments requiring maximum balanced ac-
curacy.

Several limitations warrant consideration, as de-
tailed in Section 4: the binary classification approach
does not differentiate attack types; sampling approxi-
mately 10% of the dataset may underrepresent rare at-
tacks; and the static evaluation framework does not cap-
ture temporal dynamics or concept drift inherent to real-
world IoT traffic. Future research directions include
multi-class attack classification, streaming architectures
with adaptive learning, evolutionary clustering for con-
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cept drift adaptation, hybrid supervised-unsupervised
architectures for zero-day detection, and explainability
techniques to support security analyst decision-making.

Overall, this research provides a rigorous founda-
tion and reproducible benchmark for IoT intrusion de-
tection, enabling systematic algorithm selection and
guiding future advances toward scalable, adaptive, and
reliable ML-based IoT security solutions.

Ethical Considerations

The CICIoT2023 dataset contains anonymized network
traffic captured from a controlled laboratory testbed en-
vironment with 105 IoT devices. No personally identi-
fiable information is present in the dataset. The testbed
was constructed specifically for security research pur-
poses with appropriate institutional oversight. The
dataset is publicly available for academic research use.
No human subjects or live production systems were in-
volved in data collection. All experiments were con-
ducted on dedicated research infrastructure without im-
pacting operational IoT networks.
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