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Classical methods of communication security, based
on the difficulty for classical computation like- large
Prime number factor problems, are vulnerable and in-
adequate in the post-quantum communication scenario.
Quantum cryptography came into existence as a solu-
tion to the mentioned problem with the inception of
BB84 protocol for Quantum Key Distribution(QKD)
[1]. It has been proven to be unconditionally secure by
the principles of quantum mechanics [26, 10, 13].

The other important branch is Quantum Secure Di-
rect Communication (QSDC), which is based on the di-
rect transmission of secret message to legitimate users
instead of generating a key for encryption. Since the
first protocol Long and Liu [20], this branch has de-
veloped a great deal. Numerous protocol schemes
based on different quantum resources single photon,
EPR pairs, cluster states, de-coherence free states, GHZ
states, etc. are proposed [7, 28, 22, 6].

The scarcity of quantum resources and high-cost im-
plementation has inspired the researchers to come up
with the hybrid method of Semi Quantum Key Distri-
bution protocol (SQKD) [2]. In this branch, one user is
quantum capable while the other is classical- who can
perform operations in computational basis { |0〉, |1〉}
only along with using delay lines. Security proof of
SQKD protocols has been established [16, 40].

Instead of generating a key with a classical user,
protocol for the direct transmission of a message from a
classical party was first proposed by Zou et al. [41] and
this became the basis of a new branch known as Semi
Quantum Secure Direct Communication (SQSDC) pro-
tocols. In the last decade, significant work has been
carried out by researchers in this field.

This review paper has included five distinct pro-
tocols of SQSDC, based on different methods and
quantum resources -Single photons, EPR pairs, Cluster
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states, mediated-third party, Degree of freedom in po-
larization mode and Spatial mode [41, 24, 33, 23, 38].
In this review paper, we have compared and analyzed
their security and efficiency.

This study is organized as follows- in the next
Section- a general description of the components of
SQSDC protocols is given. Section III includes a brief
review of five SQSDC protocols, thereafter in section
IV security analyses are done. Efficiency calculations
are shown in section V, and finally in section VI discus-
sion and conclusion are provided.

1 General Description of Terms in SQSDC
Protocols

Alice and Bob are traditional names of legitimate users,
Eve is the eavesdropper or attacker while a Third party
generally known as Charlie sometimes is a mediator
as shown in figure1. In semi-quantum communication
protocols, a classical user is capable of

(a) reflecting the qubit without disturbing it known
as the CTRL operation

(b) measuring the received qubit in Z basis { |0〉 |1〉}
(c) preparing the qubit in Z basis { |0〉 |1〉} as per

the measurement result to return. Both (b) and (c) con-
stitute SIFT operation

(d) using delay lines to re-arrange the order of re-
ceived qubits

Boyer et al. gave the first semi-quantum key distri-
bution protocol and proved it to be completely robust
[2]. Robustness implies that Eve’s chance of gaining
information on secret message also puts her at risk of
detection by legitimate users with the error rate estima-
tion.

2 Review of SQSDC protocols

2.1 Three Step SQSDC Protocol

Zou et al. [41] implied the idea of sending a message
directly to the user without establishing a shared key
in the scenario of a classical user as a communicating
party. Here Alice is the classical user and sender of the
secret message. This protocol is as follows-

Step 1: Quantum user prepares 4n(1 + δ) polar-
ized single photons randomly in one of the Z or X basis
{|0〉, |1〉, |+〉, |−〉} states and sends them to Alice as A-
batch.

Step 2: Alice randomly selects qubits from the re-
ceived A-batch to make up the S-batch for the A-batch
transmission security check. For each S-batch photon,
Alice randomly performs either CTRL or SIFT opera-
tion. Information about the position of S-batch qubits,

the operation used, and measurement results are an-
nounced to Bob, who estimates the error rate for both
CTRL qubits and SIFT qubits.

Step 3: On confirmation of security by error rate be-
low the threshold level Bob publishes the Z basis pho-
tons position for the remainder T-batch (T=A-S). Z ba-
sis photons of T-batch are called the B-batch. Alice
checks whether the B-batch is large enough i.e. the
number of B-batch qubits greater than or equal to the
length of the secret message (M), if so Alice computes
the coded secret message as M̂ = M ‖ H(M) using a
collision-free one-way hash function and encodes her
message onto the B-batch qubits using the following
rules -

(i) qubit is unchanged if the M̂ = 0.
(ii) flips the qubit, i.e. measures it in Z basis and

prepares a fresh qubit in the opposite state of the mea-
surement result, for M̂ = 1.

These encoded photons are sent back to Bob.
Step 4: Bob can decode the secret message by

measuring the B-batch photons and comparing the re-
sult with the initial states of these qubits and obtain
M ′ ‖ h′.He checks if H(M ′) = h′ to accepts the M ′

as un-tampered. This protocol has a robustness simi-
lar to the SQKD protocol. The quantum channel was
assumed to be ideal, i.e., noiseless and lossless.

2.2 SQSDC protocol using Entanglement

Deng et al. designed the first EPR pairs block-based
QSDC protocol and established the standards to match
for a protocol to be a direct secure communication pro-
tocol known as DL-Criteria [8]. This criteria requires
that-

(i) Legitimate users can read out the secret mes-
sage directly from received qubits without needing ad-
ditional classical information after the transmission of
qubits.

(ii) Eve cannot get any valid information of secret
message encoded in qubits even if she intercepts the
qubits and may get hold of the channel.

Advancement of SQSDC protocols based on EPR
states has garnered attention from researchers and many
SQSDC schemes have been proposed. SQSDC proto-
cols based on EPR pairs were given [32, 39, 27] but
these protocols needed additional classical information
after data transmission whereas [21, 30] needed to pre-
share a secret key between users. Thus these protocols
deviate from the DL criteria of secure direct communi-
cation.

In 2020 Rong et al. proposed three SQSDC proto-
cols based on Entanglement, with EPR pairs, with GHZ
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Figure 1: A Generalise view of SQSDC Protocol

state for three parties, and generalized it to N-party pro-
tocols [24]. We have included only one protocol based
on Bell state in this study. In this protocol, a message
can be transmitted either way i.e. from quantum to clas-
sical user or from classical to quantum user, step 4 and
5 are different while steps 1-3 are the same. Here Alice
is quantum capable and Bob is a classical party -

Step 1: Quantum user preparesN = 4n(1+δ) EPR
pairs in |Ψ+〉 = 1√

2
(|00〉+ |11〉) Bell state, and divide

them into two ordered sequences Sa-Home sequence
and Sb-Travel sequence by taking one qubit from each
EPR pair. Alice sends the Sb to Bob over the quantum
channel.

Step 2: Bob randomly chooses to either reflect the
qubits i.e. CTRL or to measure it with Z basis and re-
place it with freshly prepared qubits i.e. SIFT. Measure-
ment result in the SIFT process is stored in a classical
string Sc. The number of SIFT qubits should not be
below n to go to the next step.

Step 3: After Alice announces the receipt of all Sb

qubits back, Bob publishes the position of CTRL and
SIFT in Sb. For detecting Eve, Alice does the Bell State
Measurement (BSM) on qubits for CRTL position in Sb

and its corresponding qubit Sa. Alice records the string
S′c using the first n-values of Z basis measurement re-
sult on Sa qubits corresponding to SIFT position in Sb.
For message transmission from Bob to Alice

Step 4: Bob chooses first n-bits of Sc as S′′c and
produces code sequence Se for secret message Sm us-

ing the bit-wise XOR operation on S′′c and Sm. The
Code sequence Se is again encoded into Z basis qubits
as S′e and sent to Alice.

Step 5: Alice measures qubits on receiving the S′e in
Z basis to get the result sequence S′′e . She decodes the
message as Sd= S′′e ⊕Sc = Se⊕S′c = Sm⊕S′′c ⊕S′c =
Sm as S′c = S′′c because initially generated EPR pairs
are fixed to be in |Ψ+〉 = 1√

2
(|00〉+ |11〉) Bell state.

For message transmission from Alice to Bob
Step 4: Alice chooses first n-bits of S′c as S′′c and

produces code sequence Se for secret message Sm us-
ing the bit-wise XOR operation on S′′c and Sm. The Se

is again encoded into Z basis qubits as S′e and sent to
Bob.

Step 5: Bob measures qubits on receiving S′e in Z
basis to get the result sequence S′′e . He decodes the
message using the first n-bits of string Sc. Thus Sd=
S′′e ⊕Sc = Se⊕Sc = Sm⊕S′′c ⊕Sc = Sm as the first
n bits of Sc = S′′c because EPR pairs are fixed to be in
|Ψ+〉 = 1√

2
(|00〉+ |11〉) Bell state.

2.3 Multi-party SQSDC protocol with cluster states

Quantum Entanglement is one of the most important
phenomena of quantum mechanics used in quantum
communication. Bell pairs and GHZ-states are exam-
ples of two qubits and three qubits maximal entangle-
ment states respectively. Entanglement in a higher num-
ber of qubits is unalike the GHZ state generalized to
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N-qubits and shows strong entanglement. Hans has de-
fined the cluster states possessing persistent entangle-
ment and stable self-associated structure [3]. In such
states, Entanglement among all qubits is not destroyed
by the measurement of a qubit. Cluster states are used
as the qubit resource in QSDC protocol to improve
efficiency [6] whereas a multi-party SQSDC protocol
based on four correlated particles was given by Xu et
al. in 2020 [33]. The four-particle cluster state is given
as-

|Φ〉1234) =
1

2
(|0000〉+ |0110〉+ |1001〉 − |1111〉)1234

=
1√
2

(|0〉|φ+|0〉+ |1〉|φ−〉|1〉)1234

or

=
1√
2

(|0〉|φ+|0〉+ |1〉|φ−〉|1〉)2143 (1)

Here the subscript 1234 indicates the four correlated
particles. In this SQSDC protocol both users, Alice and
Bob, are classical capable whereas the third-party Char-
lie is quantum capable. This protocol is as follows-

Step 1: Quantum user generates N = 2n(1 + δ) or-
dered four-particle cluster states and divides these clus-
ter states into four sequences S1, S2, S3, and S4 then
sends over the S1 and S2 to Alice and Bob respectively
while storing the S3 and S4 to himself.

Step 2: Classical users randomly adopt the received
qubit either as a checking qubit or as a coding qubit
thus each user Alice/Bob obtains a checking sequence
Schecka/Scheckb and a coding sequence Scodea/Scodeb.
For each Schecka/Scheckb qubit Alice/bob randomly
implements either the CRTL operation or the SIFT op-
eration, whereas the Scodea/Scodeb qubits are operated
on with the operation as per the bit-value of the message
being 0 or 1 as follows-

(i) if ma/mb = 0 then qubit is reflected undis-
turbed.

(ii) if ma/mb = 1 then the qubit is measured and
replaced with the opposite qubit.
Classical users reorder the reflected qubits after record-
ing their order using the delay lines.

Step 3: Charlie the quantum user, stores all reflected
qubits in two N-qubit registers. Alice and Bob publish
the correct order, chosen operation, and measurement
result for Schecka and Scheckb qubits respectively af-
ter receiving the receipt from Charlie for all reflected
qubits. Eve detection cases as per Alice and Bob’s qubit
position and their choice of operation on their respec-
tive qubits and Charlie’s measurement action are sum-
marized in table 1. These measurement results are used

to check if they are as per the correlation of equation
(1) for Eve detection.

Step 4: If no Eve is detected in step 3, Alice and Bob
publish the correct order for their coding sequences.
Charlie restores the correct order and measures the cod-
ing sequences and remaining particles of S3,S4 in Z ba-
sis. Charlie can read out messages by comparing the
measurement results of coding particles with the results
of S3 and S4. Alice and Bob compute the checksum
value using a one-way hash function for their message
strings and announce their checksum values. Charlie
computes the checksum values of retrieved messages
and accepts messages as undisturbed if and only if his
checksum values are the same as the announced ones
by Alice and Bob.

2.4 Mediated SQSDC protocol

To further minimize the quantum resource requirements
in semi-quantum communication protocols, schemes
with two classical users communicating with the as-
sistance of a fully quantum server were developed.
Krawec proposed a mediated-SQKD (MSQKD) proto-
col with two classical users and an untrusted fully quan-
tum third party (TP) [15]. The concept of mediated-
SQKD protocols is utilized to develop the mediated-
SQSDC (MSQSDC) protocol. Rong et al. proposed
an MSQSDC protocol with two classical users and one
untrusted quantum third party (TP) in 2021 [23]. TP
prepares the Bell states and measures the qubits with a
Bell basis. The four bell states are as

|Φ±〉 =
1√
2

(|00〉 ± |11〉)

|Ψ±〉 =
1√
2

(|01〉 ± |10〉)

This protocol involves the following steps-
Step 1: TP prepares N = 16n(1 + δ) EPR pairs in

ψ+ Bell states as Sab and constitutes ordered sequences
Sa and Sb by taking one qubit from each EPR pair. TP
send Sa to Alica and Sb to Bob.

Step 2: Alice and Bob randomly select SIFT or
CRTL for each received qubit and return all qubits to
TP.

Step 3: TP reassemble all returned qubits from Al-
ice and Bob as S′ab and measure them with the Bell ba-
sis. As per the result of BSM, TP sends the message M
to classical users as

(i) If BSM result is ψ−, sends M = 0.
(ii) If BSM result is ψ+ (in case of noise BSM re-

sult could be φ± too ), sends M = 1. After TP an-
nouncement of M Alice and Bob publish their opera-
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Table 1: Charlie’s measurement action as per the position of Classical users qubits and their action on them respectively

Case/Action Alice’s Action Bob’s Action Charlie’s Action

Case 1: both qubit
S1, S2 are in
checking sequences

CTRL CTRL BSM on either S1, S4 or S2, S3 remaining in Z basis

BSM on CTRL and its corresponding in S1, S4 /
S2, S3 and Z basis measurement on SIFT S2 / S1

CTRL SIFT

SIFT CTRL

SIFT SIFT All in Z basis

Case 2: one is in
checking and the
other is in coding
sequence
(assuming qubit
of S1 is in
checking)

CRTL - BSM on S1, S4 and Z basis on S3

SIFT - Z basis on S1, S4, and S3

tions SIFT/CRTL for each qubit in the classical chan-
nel. The initial state being ψ+, if Alice and Bob both
opt to CRTL on their respective qubit, corresponding
to the same Bell state, they expect the result of BSM
to be ψ+ i.e. TP is supposed to announce M = 1,
these are noted as CRTL-CRTL bits all other cases for
CRTL-CRTL are considered errors. The error rate for
CRTL-CRTL bits is checked to be lower than the preset
threshold value to proceed further otherwise the process
is halted. The error rate estimation in CRTL-CRTL bits
provides security of the channel.

Step 4: Alice and Bob consider the qubits of Bell
states where they both have used the SIFT operation
on their qubits. These are called SIFT-SIFT bits and
the BSM result for this case will be ψ+ or ψ− with
equal probability. Alice and Bob consider the SIFT-
SIFT bits with TP announcing M = 0, the number of
these should be greater than 2n to continue the protocol
otherwise it is aborted here and starts from the begin-
ning. Alice and Bob randomly select n bits to be Test
bits from SIFT-SIFT bits, and check for the errors on
these Test bits using their measurement result values for
SIFT operation. The initial state being ψ+, the value of
their measurement result must be opposite. This pro-
vides the security of SIFT-SIFT bits.

Step 5: Alice tells Bob that the first n bits of re-
maining SIFT-SIFT bits are taken as Code bits as string
Sc = (Sc1, Sc2, ..., Scn) and Code sequence Se is pro-
duced using XOR operation between Sc and secret mes-

sage string Sm i.e. Se = Sc ⊕ Sm. Alice encoded the
Se into Z basis as S′e and sent it to Bob through TP. Bob
on receiving S′e measures the qubits and records the re-
sult as S′′e . Bob can decode the secret message using
the first n bits of the remaining SIFT-SIFT bits S′c. So
decoded Sd = S′′e ⊕S′c⊕ 1 = Sm⊕Sc⊕S′c⊕ 1 = Sm

as S′c and Sc are opposite.

2.5 SQSDC with single photons in both polariza-
tion and spatial mode degree of freedom

Improving the channel capacity has drawn the attention
of researchers and the concept of hyper-entanglement
and hyper-dense coding using photon pairs in both po-
larization and spatial mode degree of freedom (DoF)
came into existence as a tool to increase the number of
bits carried per qubit [11, 31]. In 2012 Liu et al. pre-
sented the high capacity QSDC using single photons in
both polarization and spatial mode DoF [19]. The local
unitary operators in each DoF are used to encode the
secret message. Bob can read out the message directly
after transmission. Each photon carries 2-bits of secret
message thus doubling the capacity compared to DL04
QSDC protocol [8] based on single photons only in po-
larization mode. The polarization and spatial mode DoF
in single photons has been used for multiparty QSDC
protocol [29]. Single photon state in both polarization
and spatial mode DoF is described as |φ〉 = |φ〉p⊗|φ〉s,
here |φ〉p is polarization mode DoF and |φ〉s is in spa-
tial mode DoF. Two non-orthogonal measuring basis for
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each mode are as

Zp{|H〉, |V 〉}

Xp{|S〉 =
1√
2

(|H〉+ |V 〉), |A〉 =
1√
2

(|H〉 − |V 〉)}

and
Zs{(|b1〉, |b2〉}

Xs{|s〉 =
1√
2

(|b1〉+ |b2〉), |a〉 =
1√
2

(|b1〉 − |b2〉)}

|H〉 and |V 〉 are horizontal and vertical polarisation
while |b1〉, |b2〉 are upper and lower spatial mode. A
beam splitter produces the spatial mode of an already
polarised single photon. SQSDC protocol with single
photons in both polarization and spatial mode DoF [38]
is as follows-

Step 1: Quantum user, Alice prepares N =
2.5n(1 + δ) single photons in both polarization and
spatial mode DoF each randomly in one of the six-
teen {(|H〉 ⊗ |b1〉), (|V 〉 ⊗ |b1〉), (|R〉 ⊗ |b1〉), (|A〉 ⊗
|b1〉), (|H〉 ⊗ |b2〉), (|V 〉 ⊗ |b2〉), (|R〉 ⊗ |b2〉), (|A〉 ⊗
|b2〉), (|H〉 ⊗ |s〉), (|V 〉 ⊗ |s〉), (|R〉 ⊗ |s〉), (|A〉 ⊗
|s〉), (|H〉⊗ |a〉), (|V 〉⊗ |a〉), (|R〉⊗ |a〉), (|A〉⊗ |a〉)}
states, and sends them to Bob one by one i.e. second
photon is transmitted only after receiving back the first
one. Here n = l+k, l is the length of secret message I ,
and k is the length of the one-way hash function value
of input I .

Step 2: For each received qubit Bob chooses to SIFT
i.e. measuring with Zp ⊗ Zs basis and returning qubit
in Zp ⊗ Zs basis, with probability 9/10 or to CRTL i.e.
reflected undisturbed with probability 1/10

Step 3: Alice notifies Bob of receiving qubits back
and continues the security check with Bob. Bob ran-
domly selects 1/9 single photons from SIFT qubits,
known as SIFT-CHECK single photons. Bob publishes
the position of CRTL, SIFT-CHECK qubits, and mea-
surement results of SIFT-CHECK single photons. Al-
ice computes the error rates for both CRTL and SIFT-
CHECK qubits with the help of Bob’s published in-
formation and her knowledge of the initial state pre-
pared, measurement result in the preparing basis for the
CRTL, and measurement result in Zp ⊗ Zs basis for
SIFT-CHECK qubits. If error rates of both CRTL and
SIFT-CHECK single photons are low enough protocol
moves ahead to the next step otherwise stops here.

Step 4: For the remaining SIFT single photons Al-
ice announces the positions of which were prepared in
Zp ⊗ Zs basis known as SIFT-Message single photons.
The number of these is n(1 + δ) and Bob randomly se-
lects n/2 out of these SIFT-Message single photons to
produce the classical n-bit string M as per table 2.

Table 2: Producing Classical n bit string from Measurement result of
n/2 SIFT Message single photons

Measurement
result of tth

SIFT-Message
single photons
t = 1, 2. . . n/2

Classical bits
produced for
2tthand 2t− 1th

position of string
M

|H〉+ |b1〉 00
|H〉+ |b2〉 01
|V 〉+ |b1〉 10
|V 〉+ |b2〉 11

Bob computes M̂ = M + I ‖ HS using M and
secret message bits concatenated with the hash value
of the one-way hash function with the secret message
as input. From M̂ Bob generates the single photons in
Zp⊗Zs basis as per the table 3 and sends them to Alice.

Table 3: Producing Single photons in Zp ⊗ Zs basis using the bit
values of M̂

If 2tthand 2t −
1th value of bits
in M̂ are

Generated single
photons for tth

position in Zp ⊗
Zs basis

00 |H〉+ |b1〉
01 |H〉+ |b2〉
10 |V 〉+ |b1〉
11 |V 〉+ |b2〉

Step 5: Alice measures the fresh single photons in
Zp ⊗ Zs basis and gets the classical bit sequence M̂ .
Bob tells the position of chosen SIFT-Message single
photons. Alice produces the M string, with the same
rules as used by Bob, using the position information of
SIFT-Message single photons and their initial basis in
which they were prepared by her. Alice retrieves I ‖
HS using M̂ +M and checks whether HS is the same
as h(I) or not to know if the message has been tampered
or not.

3 Security Analysis

The term unconditional security used regarding the se-
curity level of QKD/ SQKD protocols does not im-
plicate absolute security rather it is called so as there
are no restrictions on computational resources or ma-
nipulation power of the quantum attacker/eavesdropper
Eve [25]. This security is based on the principles of
quantum mechanics, any attempt to gain information on
transmitted qubits requires interaction with them which
causes the detectable disturbance in quantum states.
The following assumptions are considered for this - (i)
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Alice and Bob have secure devices so Eve canât get any
info on prepared states. (ii) Random number generator
is unbiased. (iii) Classical channel is authenticated. (iv)
Eve’s powers are within the laws of quantum physics.
This is more of a theoretical concept in ideal conditions
like noise-less and loss-less channels.

The robustness of any protocol is its resilience to the
maintenance of its security considering the effects of
imperfect devices and losses of channels i.e. closer to
the security in a practical scenario. Security from side-
channel attacks and eavesdropping is achieved with er-
ror correction methods, fault tolerance, and careful de-
sign for the optimization of protocols. Theorem-1 in
[2] is proof of the robustness of the protocol. The re-
silience against Eve’s General-Attack strategy, which
is comprised of two unitary operators UE and UF act-
ing on qubits during transmission from Alice to Bob
and back to Alice is provided in this theorem. If the
Implementation of UF is based on the knowledge ob-
tained from UE , these two unitaries share a common
probe space otherwise two independent unitaries are to
be considered of composite system. For Eve, to induce
no error on CRTL bits and Test bits it is proven that the
final state of Eve’s probe is independent of Bob’s opera-
tion choice thus no useful information is gained by Eve.
This theorem establishes a security level of robustness
against various attacks on SQSDC protocols. Attacks
mentioned in reviewed SQSDC protocols are described
here.

3.1 Trojan Horse Attack

Trojan horse attack (THA) exploits the quantum chan-
nel as a potential tool to gain information about quan-
tum states prepared by the quantum user. This attack
is launched by sending a light pulse same as Bob, in
the quantum channel during the time window of legit-
imate users and then analyzing the back-reflected light
to know about the apparatus of Alice [13]. It is counter
measured by reducing the maximum information gain
attained by Eve through this attack. Additional privacy
amplification and auxiliary detectors to monitor the in-
coming light are included in the design of quantum
communication system to improve the secure bit rate.
The Delay Photon THA involves the interception of the
transmitted signal and inserting a photon of shorter time
than the time windows, thus doesnot click on the detec-
tors [13, 9]. As a single photon detector is sensitive only
to a special wavelength Eve utilizes the spy photon of
faraway wavelength compared to the one used by Alice
and Bob thus making the spy photons invisible to single
photon detectors, this attack strategy is known as invisi-
ble photon THA [9, 5]. These can be counter-measured

by implementing a photon number splitter device and
wavelength filters.

3.2 Intercept and Re-send Attacks

In the intercept and resend attack, Eve intercepts the
quantum states sent by the sender and measures them,
and prepares quantum states according to her mea-
surement result. These new quantum states are then
transmitted to the receiver. Quantum mechanics fun-
damentals No-cloning theorem and collapse of states
on measurement provide security against this type of
attack. The disturbance introduced by Eve’s measure-
ment process manifests an increase in the quantum bit
error rate (QBER) [18]. Decoy photons in all four ba-
sis {|0〉, |1〉, |+〉, |−〉} are also used to provide security
against such attacks [37].

3.3 Modification Attacks

This attack is considered to be a special case of denial-
of-service attack. Eve modifies the message sent by
Alice without detection i.e. without inducing errors,
though Eve is not able to know the message, but can
make the message unreliable. Protocols based on ping-
pong way of quantum state transmission are porn to
such attacks. Eve captures the qubit during the encoded
message transmission and measures with Z basis. She
either sends the qubit as the measurement result or re-
places the captured qubit with a new qubit prepared in
the non-orthogonal basis [5, 36, 35]. The one-way hash
functions are used to improve the authentication against
such attack [5, 36].

3.4 Double C-Not Attack

A sequence of photons used as ancilla and C-Not gate
between the transmitted qubit as control and ancilla as
target qubit is a powerful tool for Eve to extract in-
formation without being detected [17, 34, 14]. Both
types of qubit sources single photon and EPR are prone
to double C-Not attack. This attack gains information
without being detected by legitimate users provided Eve
can distinguish the checking states from the message-
carrying states [12].

Zou et al. protocol [41] is secure against eavesdrop-
ping as the T-batch transmission is secure just like in
SQKD protocol [2]. The encoding of the secret mes-
sage is identical to the classical one-time pad encryp-
tion with random states which is completely safe as no
information can be obtained even if the cipher text is
intercepted. A one-way hash function is further used
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Table 4: Security of SQSDC protocols

Protocol Qubit carrier Robustness Other Security measure

Zou et al.[41] Single Photon Robustness against eavesdrop-
ping,THA,I and R Modification

OTP like encryption, One-way
Hash Function

Rong et al.[24] Bell-States (GHZ,
GHZ-ike state)

Robustness against General attack
strategy, XOR for OTP like encryption

Xu et al.[33] Four Particle Cluster
State

Secure against Common Individual
attack Strategy One-way Hash function

Rong et al.[23] Bell State Robustness against General attack
strategy XOR for OTP like encryption

Yu Ye et al.[38]
Single Photons with
polarisation and spa-
tial mode DoF

Robustness against General attack
strategy

OTP like encryption, One-way
Hash Function

to check the integrity of the secret message. Simi-
larly, the security measures and robustness of protocols
[24],[33],[23], and[38] are summarised in table 4

4 Efficiency

Concerning quantum resources efficiency can be under-
stood as the measurement of the quantum resource used
for sending a secret message bit. This is given [4] as

η =
bs

qt + bt
× 100%

Here bs, qt, and bt are the number of secret bits re-
ceived, total qubits generated, and classical bits needed
by communicators. Classical bits needed for detecting
Eve are ignored here and δ being very small is also
not considered in this estimation of efficiency. For [41]
quantum user initially prepares 4n qubits and n qubits
are generated in the SIFT process and n/2 in the encod-
ing of M̂ being 1 considered to appear with probability
half of secret bits. Hence the efficiency η = 18.18%.
In [24] for sending n bits of secret message 2n-EPR
pairs are generated i.e. 4n qubits in the first step then
n qubits are produced in SIFT operation and again n
qubits are used for encoding of message bits thus giv-
ing η = 16.66. Similarly efficiency of [33],[23], and
[38] is calculated as in Table 5.

Table 5: Efficiency of SQSDC protocols

Protocol bs qt Efficiency(η)

Zou et al.[41] n 4n+n+0.5n 18.18
Rong et al.[24] n 4n+n+n 16.66
Xu et al.[33] 2n 4n+n+n 33.33

Rong et al.[23] n 32n+16n+n 2.04
Yu Ye et al.[38] n 2(2.5n+2.25n+0.5) 9.52

5 Discussion and conclusion

This paper has presented a comprehensive review of
SQSDC protocols with different kinds of qubit carriers
and various communicator participation. First SQSDC
protocol [41] based on single photons shows the secret
message transmission from a classical user to a quan-
tum user only, whereas [24] with EPR pairs offered the
transmission of secret message in either direction from
classical to quantum user or from quantum to classi-
cal user. This protocol did not establish responding to
a message by the receiver, which is required to develop
the semi-quantum dialogue (SQD), and further research
in this aspect is also of interest.

SQSDC protocol with cluster states [33] delivered
the multi-party communication, here Charlie is a quan-
tum participant whereas we have two classical partici-
pants Alice and Bob. An SQD has also been proposed
as an extension of the SQSDC with a cluster state. The
efficiency is higher with cluster state but their security
is checked against individual attacks only and research
for the improvements in robustness against more com-
plex attacks is needed to address.

Protocol of [23] embark on a new branch further
where two classical parties are the communicators and
able to communicate securely with the assistance of a
third party functioning as a quantum server even if the
third party is dishonest. This protocol is robust as all
outside attacks are involved in a dishonest third party.
The efficiency is very low here and research for higher
qubit efficiency is a gap to work on for researchers.

The polarization mode and spatial mode DoF of sin-
gle photons are exploited to double the channel capac-
ity in [38] protocol compared to the [41]. Improving the
channel capacity by increasing the number of bits car-
ried per qubit using the concept of hyper-entanglement
and higher dimensions is also attracting researchers.
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