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Abstract. The necessity for distributed healthcare information systems have grown in the digital health
settings, serving as the foundation for Internet of Things cloud data warehouse repositories management
and record federation. The amount of sensitive data that are stored including financial information, med-
ical records, and private communications, as well as the expansion of healthcare distributed systems,
raises significant concerns about potential security breaches and exploitation. On the account that sensi-
tive patient data is stored in these distributed healthcare systems, there is need to comply with new cy-
bersecurity requirements. Implementing data-driven technology offers a great chance to make significant
improvements in the sector toward better patient and public healthcare use of sensitive data. In this study,
the author achieved two essential goals by distinguishing the suggested strategy from all other existing
methods of patient healthcare data management. In the beginning, we integrated blockchain technology
with a federated learning system to develop a cognitive computing paradigm that enhanced accuracy,
making healthcare data warehouse information system fake data injection attacks impossible. In the
second approach, the author introduced secured message queuing telemetry transport (MQTT) commu-
nication as a gatekeeper strategy to prevent indiscriminate node flooding by allowing selective client
admittance by the MQTT broker via the MQTT protocol, which ensured that broker node verification
and authentication were harmonized using the Practical Byzantine Fault Tolerance (PBFT) blockchain
consensus algorithm.
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Introduction

sensitive data [37,[7,16,119,18}, 145,151, 148] , including per-

The significance of data security in healthcare cannot
be undervalued, given the rapid digitization of medi-
cal records and the increasing dependence on electronic
technologies [52} 15, 150% 14411142} 149]. Healthcare or-
ganizations are trusted with vast amounts of extremely

sonally identifiable information, diagnoses, treatment
plans, and medical histories. The accuracy of clinical
decision-making and patient privacy are at risk in the
healthcare industry due to a single data security breach
or problem. One of the biggest threats to healthcare
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data security is the potential for malicious actors to gain
unauthorized access or for sensitive data to be inadver-
tently misused [25]]. Healthcare cybersecurity risks are
on the rise, and attacks involving phishing are becom-
ing the most common way to compromise data secu-
rity. Healthcare organizations have a serious difficulty
as a result of the growing sophistication of these attacks,
which may use artificial intelligence to create phish-
ing operations that are more convincing. Organizations
are using Al-powered security solutions for real-time
incident response and enhanced threat identification to
counter these threats and reduce the risk of healthcare
breach [28]].

The swift development in information system tech-
nology is bringing about revolutionary dynamics in a
variety of sectors, influencing how organizations func-
tion and interact with their business environments [22]].
In the digital health sector for instance, innovative tech-
nologies are improving patient care and healthcare in-
formatics, as developments in the artificial intelligence
(AI) and machine learning computing are completely
changing how services are distributed across all digital
ecosystem [4]. Information systems integration is im-
proving the efficiency of healthcare supply chain man-
agement, and medical informatics is undergoing a digi-
tal revolution that is changing how healthcare service is
delivered. Information systems are also essential to the
creation of smart cities, which promote sustainability
and enhance urban living in general [35].

In order to provide insights into the technological
developments influencing these sectors, this paper will
examine the new developments in information systems
and their particular effects on supply chain manage-
ment in healthcare informatics. As digital technologies
evolves, it is critical to have a thorough incident re-
sponse strategy on how to identify and stop fake data
injection cyberattacks, given the growing web-based
and distributed information system-centered nature of
the current healthcare systems [33]. Recent technol-
ogy advances, such as the growth of virtualization, in-
formation systems, cloud computing, data warehousing
technologies, and mobile applications, have given rise
to new cybersecurity scenarios that healthcare service
providers must adhere in order to comply with Health
Insurance Portability and Accountability Act (HIPAA)
1996 standards on patient data protection [40]. The
HIPAA cybersecurity guidelines have proven very help-
ful as the healthcare industry has moved from paper
files to digital healthcare information systems sustain-
ability. In particular, electronic health records (EHRs)
have improved the efficiency and security of healthcare
protected information, maintained patient privacy, and

made hospital administration and management easier.
Adoption of information systems can improve general
security assessments, and management situations for
healthcare organizations in addition to assisting them in
meeting the requirements for HIPAA and General Data
Protection Regulation (GDPR) on digital data protec-
tion [46]. Information system technologies provide ef-
fective risk protection in the digital healthcare ecosys-
tem and virtualized environments by connecting mobile
applications to the appropriate medical data warehouse
repositories for all processes automation.

2 Background of the Study

An organization’s formal, sociotechnical system for
gathering, processing, storing, and disseminating in-
formation is called an information system [16]. Base
on the sociotechnical theory, information systems are
made up of four distinguishable components as technol-
ogy, people, structure (or roles), and tasks [10]. Infor-
mation systems are made up of components for gath-
ering, storing, and processing data into an applicable
format for decision making and policy implementation.
Healthcare information systems (HIS) serve as the dig-
ital pipeline of all hospital operations, and they are cru-
cial to the modern healthcare sector. A number of duties
that enhance the federation of medical records across
government agencies, departments and private sectors
can be carried out through the HIS, since it does away
with manual records and keeps all data digital [54]. It
is a crucial piece of software that optimizes the hospi-
tal’s workflow in a number of areas, including financial
management, administrative tasks, record keeping, and
patient care. In a single secured system, the HIS soft-
ware arranges and safeguards all important data on pa-
tients treatments, staff schedules, and billings. The sys-
tem has elements such as the clinical information sys-
tem for order input and medical records, the radiology
and laboratory information system for drug and treat-
ment management, and the patient management system
for scheduling and registration [58]].

Hospital information systems include a variety of
specialized designs that handle the numerous facets of
patient data and hospital administration, to perform data
analysis to determine what aspects of their operations
are working well and what needs improvements. The
alliance between IBM Watson Health and Cleveland
Clinic is a powerful illustration of a company using
advanced healthcare informatics to gain a competitive
edge [56]. The Cleveland Clinic, a well-known Amer-
ican nonprofit academic medical center with its head-
quarters in Cleveland, Ohio, partnered with IBM to ex-
pand its cancer care capabilities. The healthcare or-
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ganization included IBM Watson, a cognitive comput-
ing platform that can respond to questions in plain lan-
guage, for Oncology into its medical specialty that fo-
cuses on cancer diagnosis and therapy to offer cancer
patients individualized therapy suggestions [18]. To
help medical professionals make informed treatment
decisions and improve human life expectancy and so-
cietal well-being, the Cleveland Clinic department is
utilizing IBM Watson Health’s Al capabilities to ana-
lyze clinical trial data, patient records, and medical lit-
erature[14]. The advanced healthcare informatics sys-
tem analyzes vast amounts of clinical trial data, medi-
cal literature, and patient information to identify poten-
tial therapy alternatives based on individual patient pro-
files. This expedites the oncologists’ decision-making
process and ensures that treatment plans are in accor-
dance with the latest medical research and evidence-
based practices [26]]. Cleveland Clinic earned a compet-
itive edge by providing more accurate and customized
cancer treatments through the use of modern healthcare
informatics. By keeping up with the most recent devel-
opments in oncology and taking into account a wider
variety of treatment options, the system helps doctors
to improve patient outcomes.

In addition to improving care quality, this creative
use of informatics gives Cleveland Clinic a competi-
tive edge in the healthcare sector by establishing the
clinic as a pioneer in utilizing technology to deliver
state-of-the-art medical solutions [44].Health data pri-
vacy is a fundamental concern in the 21st century’s dig-
ital age, when the need to protect sensitive information
and the pursuit of medical insights clashes. The need
for a uniform federal framework that complies with
HIPAA criteria is argued in this paper in order to ef-
fectively address modern cybersecurity threats. In an
age of increasing globalization, this paper argues that
the HIPAA regulations should take on the task of mod-
ernizing data protection laws to take into account cur-
rent cybersecurity concerns. The author begin by exam-
ining the data warehouse federation architecture of the
historic healthcare information system, which adopts a
proactive and citizen-centric approach to empower pa-
tients with greater control over their data. The article
also suggests that healthcare providers use the new tools
for improved security and consistent risk analysis. The
quantity of data in this system grows as healthcare be-
comes more widely available for a variety of uses. This
national data explosion emphasizes how important it is
to determine whether privacy regulations governing the
ownership of digital health data comply with HIPAA
standards. In light of the sharp increase in data breach
occurrences inside the healthcare network, it is impera-

tive that healthcare laws be updated in order to imple-
ment stricter patient protections. Strict data collection,
privacy protection, and cybersecurity enforcement are
necessary to prevent breaches since noncompliance has
serious repercussions.

This study achieved two significant objectives in
differentiating the suggested approach from all other
existing methods. In order to develop a cognitive com-
puting paradigm that enhanced accuracy and rendered
fake data injection attacks impossible within the dis-
tributed healthcare information data warehouse repos-
itories, we initially integrated blockchain technology
with a federated learning system that offered an in-
centive structure for data mining and data warehouse
record validation. The second approach used the Prac-
tical Byzantine Fault Tolerance (PBFT) blockchain
consensus algorithm to enable selective client admit-
tance through the secured Message Queuing Teleme-
try Transport (MQTT) broker via the MQTT protocol
as a gatekeeper strategy to prevent indiscriminate node
flooding. The remaining part of this paper is struc-
tured thematically into: III. Research Objective, IV.
Theoretical Framework, V. Research Methodology, VI.
Proposed Framework, VII. Future Research Focus and
VIII. Conclusion. .

3 Research Objective

The HIPAA primary focus is healthcare informa-
tion system management, which aims to safeguard
healthcare plans, healthcare data facilities, and health-
care providers who exchange information electronically
[S3]. These healthcare providers include organization
and institutions under HIPAA guidelines that handle
patient-protected data. The privacy rule, the security
rule, and the breach notification act are some of the fun-
damental regulations provided by HIPAA’s framework
that enable the viewing, sharing, and use of patient data
in more general contexts, such as research and policy
study. In this paper, the following computing objectives
were pursued:

1.The author introduced a federated learning frame-
work for distributed healthcare information systems
based on blockchain technology that used PBFT con-
sensus algorithm to stop cybersecurity false data injec-
tion.

ii. The proposed framework adds another layer of
security to the blockchain-based federated learning sys-
tem, protecting patient data while allowing information
sharing for medical treatment and scientific research
and complying with the standard HIPAA regulations re-
garding sensitive data kept electronically in the health-
care information system.
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iii. The suggested model considers many medical
organizations because the locally trained model of other
medical organizations may enhance the ability of the
remote healthcare information system to be shared in a
global model as a distributed network.

iv. The paper introduced a distributed healthcare in-
formation system that enabled information federation
to improve patient data security, and it provided a thor-
ough framework that prioritizes the protection of elec-
tronic health information in a standardized state-by-
state architecture.

4 Theoretical Framework

The distributed information systems used in today’s
business world are constantly changing in terms of
new applications, proportion of users, hardware and
software requirements, network components and var-
ious research applications that federate data through
the multiple heterogeneous sources into the applica-
ble database repositories [[16]]. A broad framework for
describing the thorough administration of health infor-
mation systems across computerized systems and their
secure interactions between patients, providers, the
government, regulatory agencies, and other important
stakeholders, as well as health insurance companies, are
provided by health information technology(HIT) [[1]].
There is a growing perception that the most promising
instrument and vehicle for enhancing the general effec-
tiveness, safety, and quality of the healthcare delivery
system depend on HIT [39]. Distributed systems for
healthcare are crucial for managing dispersed patient
data. The distributed design of these systems includes
data warehoused records and a local database on each
client machine. In contrast to centralized databases,
which keep all of the data in one place, distributed
database architectures spread the data over a network of
computers that are connected by communication links.
Multiple separate computers connected via a network
comprise a distributed system. To achieve a common
computational goal, these devices exchange informa-
tion with one other. Rather than being limited to a single
computer, this approach divides information processing
over several computers. Distributed systems are com-
puter communication network on the Internet that have
two distinct types of computer systems: client nodes
and server nodes for broad information system feder-
ation [43]]. Given that many computing jobs are too
complicated for a single machine to handle, on the ben-
efit that internet provides the widest computer network,
it makes sense that the number of distributed systems
is increasing [20]. A communications subsystem and
multiple computer systems, some of which may have
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Figure 1: Distributed healthcare information data warehouse system
design

different designs, are necessary for distributed infor-
mation systems to address a common issue. Recent
technological advancements have given the idea of de-
veloping, implementing, and documenting a distributed
hospital information system more credibility. The dis-
tributed information system approach makes it simple
for each department to share data, maintain control over
its own application system, and upgrade hardware and
software to suit its business operations [57]. Referring
to Figure 1, the healthcare distributed information sys-
tem is a federated data warehouse system that allows
authorized users to query data across a network of or-
ganizations. The results are compiled and returned to
the original questioner after being gathered from each
organization in the federation through online analytical
processing (OLAP) that allows user to examine corpo-
rate data from several perspectives[38]. The organiza-
tion that owns the data never lets it go, instead, the data
is visited and the federation system receives just the cal-
culated answers to the query. The operational compo-
nents of security, auditing, authentication, and access
rights are among the shared technical architectures that
form the basis of federated data warehouse systems.
A crucial part of establishing the federation that will
permit access to the data is reaching an agreement on
which aspects of this data warehoused information are
shared and which are to be controlled locally based on
blockchain consensus algorithm [31]]. Several network-
ing layers must be functional in the languages that de-
vices use to guarantee strong security, intelligent rout-
ing, and analytics operations. Comprehending these
protocols in the network allows traffic to be prioritized,
safeguarded, and routed appropriately. As opposed to
conventional systems, blockchains decentralized archi-
tecture improves security against hacks and data loss
while guaranteeing resilience against single points of
failure[[17].

Consensus algorithms are essential to blockchain
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networks because they allow different distributed nodes
to agree on numbers of variable information system
attributes. A consensus method, like proof of stake
(PoS) or proof of work (PoW) and PBFT secures the
network and stops unauthorized users from verifying
a transaction for accuracy [36]. Whether to commit a
distributed transaction to a database (information sys-
tem) is determined by consensus algorithms based on
an underlying mechanism. Along with ensuring con-
sistency and transparency in transactions, they are fre-
quently used to synchronize data throughout a decen-
tralized network. Consensus techniques provide consis-
tency between state machine replicas and synchronize
them to ensure consistency across distributed data ware-
house information system [34]. They are highly helpful
for distributed information system recordkeeping and
are frequently used to secure and build trust across de-
centralized computer networks like blockchain. Due to
size restrictions and storage costs, blockchain cannot be
utilized to store all the data in EHR records; however,
it can be used to index the data using hashing meth-
ods of federated learning [23l]. With the use of a cen-
tral server and a number of clients acting as nodes to
carry out local training using their local data, federated
learning is a distributed machine-learning technique for
preventing denial-of-service (DoS), distributed denial-
of-service (DDoS) and false data injection cybersecu-
rity attack[3], [2]. A standard global model is initially
sent to a group of clients by the central server, while the
local models are then returned to the server by clients,
who used the local data to train the global model [55].

The server initiates an additional training cycle after
combining the local models into a new global model. It
is possible to repeat this process multiple times until a
threshold is met or the global model converges. Fun-
damentally, speaking, federated learning is a coopera-
tive machine learning method that uses local data sam-
ples from several devices or servers to train and de-
vice an algorithm without ever transferring the actual
data. In situations when access rights, security and data
privacy present serious impediments, this idea is rev-
olutionary trend. In a similar development, Al mod-
els will allow hospitals to work together to improve
patient outcomes without exchanging sensitive patient
data, or where digital devices can learn from user be-
havior to improve features without sacrificing privacy,
there are many possibilities and scenarios that feder-
ated learning is bringing to electronic healthcare system
[5]. No matter how it is stored, sensitive information
including genetic health details and demographic data
is subject to strict protection requirements under pri-
vacy laws like the GDPR in Europe and the HIPAA in

the United States of America [41]. To tackle these ob-
stacles, novel approaches that leverage the advantages
of the blockchain are required, including data integrity,
decentralization for security and resilience, and robust
authorization. This shared technology architecture is
used to administer application-programming interfaces
(APIs), which are a key component of federated data
systems. Even though the federated healthcare organi-
zations probably utilize a range of technology systems
and data formats, the usage of APIs and the basic ar-
chitecture allows for a scalable, secure, and dependable
way to access their local data stores.

Most significantly, any organization in the federa-
tion can define and implement certain governance poli-
cies such as respecting local laws through the use of
APIs. Using APIs in a federated data system enables
any local organization in the federation to have essential
governance control, subject to the federation’s consen-
sus. In computing world, blockchain federated learning
consensus algorithm is a procedure that helps dispersed
processes or systems agree on a single data value [24].
In a network with several users or nodes, these meth-
ods are made to be dependable. It is crucial to resolve
this challenge, sometimes referred to as the consen-
sus problem, in distributed computing and multi-agent
systems like blockchain networks for cryptocurrencies.
Blockchain-based federated learning consensus algo-
rithms are crucial parts of distributed information data
warehouse fault-tolerant systems because they enable a
group of distributed computers or servers to work as a
cohesive unit and come to an agreement on the system’s
status even in the face of errors or outages [33]. To do
this, the algorithm determines a threshold, or the num-
ber of member machines that need to agree. In order to
solve a consensus challenges, consensus algorithms as-
sume that only a portion of the nodes will respond and
that some systems and processes will be unavailable,
however, the reachable nodes need to react. Assume
that an algorithm might demand that a minimum of 55%
of nodes react in order to reach consensus or agreement
on a network status or data value validation. Even if
the other resources are flawed or unavailable, this guar-
antees that consensus is reached with the fewest possi-
ble resources. In the fault-tolerant system, the method
also preserves the integrity of the judgments made by
the nodes that agree. Many practical uses for consen-
sus algorithms can be found in distributed or decentral-
ized computer networks where blockchain manifested it
most widely used in the distributed applications [29]. A
distributed peer-to-peer network’s nodes, or dispersed
computers, work together to manage this decentralized
database. The ledger is kept in duplicate by every peer
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or node to avoid a single point of failure. Every change
or validation made on the network is instantly reflected
in every copy. Without requiring a centralized, reliable
third party, this ensures the integrity and security of data
records and builds system confidence.

5 Research Methodology

The recognition of the relevance of computational
thinking has aided in the quick growth of related cy-
bersecurity studies as well as privacy protection in the
computer field [30]. Taking into account the multi-
faceted nature of computational thinking, which ex-
tends beyond programming and computer science, tech-
niques and practices for building cybersecurity compu-
tational thinking are not always simple to comprehend
in terms of focus and viability in a variety of cyberse-
curity contexts. In this study, design science research
methodology (DSRM) was employed which centered
on the creation and validation of information systems
prescriptive knowledge related to the distributed health-
care information system and cybersecurity computa-
tional paradigm. It encompasses the approaches of var-
ious research fields, such as information technology,
digital health technology, computer science, cybersecu-
rity and artificial intelligence which provides particular
standards for assessment and iteration in research ini-
tiatives that contribute to organization information sys-
tem [21]. Algorithms, human-computer interfaces, and
interaction design approaches, such as process models
and machine language models, are among the gener-
ated model which DSRM is commonly applied [13].
The DSRM is a legitimate research approach that can
be used to solve real-world computing problems, espe-
cially wicked problems [12].

In this study, three methodology approaches were
followed. To identify research gaps, the literature re-
view was covered in the first stage. In the preceding
sections, the research issues listed in the research gap
were covered. Research on model building using the
DSRM approach is being conducted primarily because
of the paucity of existing literature on the subject. To
identify research gaps, the literature review was covered
in the first stage. In the preceding sections, the research
issues listed in the research gap were covered. Research
on model building using the DSRM approach is being
conducted primarily because of the paucity of existing
literature on the subject. Subsequently, the stages of
model creation are discussed, culminating in the appli-
cation of the DSRM technique in the design implemen-
tation. Figure 2 presents the steps of the research pro-
cedure on the consensus algorithm implementation on
the healthcare distributed information system that pre-

vented cybersecurity false data injection. While fed-
erated learning has applications in many different do-
mains, including healthcare distributed information sys-
tems, where machine learning models are trained using
large data sets from different system components. Fed-
erated learning is a new distributed Al technique that
allows machine learning models to be trained collabo-
ratively without exchanging patient data [47].

A real-time distributed networking system based on
the MQTT gatekeeping protocol is proposed in this re-
search, which also delves into the examination of sev-
eral federated learning consensus techniques. Federated
learning aims to solve the privacy and data governance
issues by allowing algorithms to be trained jointly with-
out sharing the actual data [9]. In order to address
these issues and provide a privacy-preserving solution
of the patient database system, federated learning em-
ploys machine learning models. A blockchain-based
federated learning approach was proposed by [27], for
the device verification and consensus, the local gradi-
ents of each iteration are recorded in blocks, and the
end-to-end latency and optimal block production rate
are examined. In order to select nodes, integrate the
learned model into the blockchain, and carry out two-
stage validation, [32]] introduced a hybrid blockchain
architecture-based federated learning model that con-
sists of a permissioned blockchain and a local directed
acyclic graph. In addition to maintaining the secu-
rity and reliability of the blockchain, [32]] combined
blockchain with federated learning to give the system
the optimal decision-making power of artificial intelli-
gence, enabling blockchain’s efficiency and communi-
cation to improve its functionality. Modified versions
of the underlying consensus protocols, such as Proof-
of-Word(PoW) and Practical Byzantine Fault Tolerance
(PBFT) algorithm stops as soon as the global model
satisfies the stopping criterion for fresh block creation.
Blockchains employ a range of consensus techniques
to decide what will be included in the following block.
Some blockchains use a consensus algorithm called
PBFT, which is a variant of the Byzantine Fault Tol-
erant (BFT) algorithm.

Blockchains that use a variation of BFT, like PBFT,
usually combine it with another algorithm to minimize
the number of voting nodes. The delegates in a per-
missioned blockchain could be chosen by a centralized
authority or by a decentralized consensus method such
as Delegate Proof of Stake (DPoS). To ensure consen-
sus and its ability to function even in the presence of
malicious nodes, it is crucial to ensure that the consen-
sus algorithm is appropriately implemented and well-
designed, regardless of the mechanism used. The in-
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The candidate node sends a
request to vote and joins all
the nodes.

The request is sent to all
of the nodes.

send Vote to Join

Is high Vote
reordered?

Mon elective candidate

Voted as Master Node (Follower)

End /Stop

Figure 2: Master Node Election for block committal

tegrity and reliability of decentralized networks depend
on these consensus methods that were implement. Fig-
ure 2 illustrates the recommended adaptive PBFT algo-
rithmic flowchart method, which is utilized to improve
learning efficiency and node admittance.

6 Proposed Framework

The overall system design for the blockchain federated
learning framework was mainly made up of several in-
formation system components that were structured in a
coordinated way to enable healthcare information data
federation, as shown in Figure 3. When necessary, the
IoT node is first equipped with the information system
cluster application that controls the distant device re-
sponse. The second step involves a MQTT broker col-
lecting data from an IoT distant node and forwarding
it to the computing platform for scenario analysis. Ev-
ery subscriber to a particular topic is run by a MQTT
broker, which uses the publish/subscribe mechanism to
forward data as it is received. Third, this study em-
ployed a distributed information system platform that
connected the MQTT and the intrusion detection sys-
tem that notifies the authentication protocols. The com-
plete system is comprised of an IoT-enabled informa-
tion system with MQTT clients and nodes stationed,
as shown in Figure 3. Each client accesses the IoT
information system platform to send and receive data
when data validation consensus are reached. When cre-
ating a blockchain application, it is crucial to select
the appropriate type of network of distributed informa-
tion systems and operational data warehouse systems
for healthcare. Data warehouse servers for blockchain

Request

Interface

\ | | Data warchouse

Figure 3: Distributed information system based on MQTT
blockchain federated learning method using the consensus algorithm,
Author illustration

information systems and MQTT components make up
the majority of IoT remote nodes communication inter-
change. The MQTT component allows for instant data
transfer and also functions as a broker and subscriber to
the protocol, allowing various actions to be performed
after the data is obtained. This study uses a compo-
nent for dependable data transfer and storage to obtain
specified data, which is then sent to the verifiable recipi-
ent under blockchain supervision in service compliance
with the HIPAA regulation.

Blockchain’s consensus method generates a decen-
tralized, immutable record that ensures data authentic-
ity, authorization, and integrity. Once captured, data
cannot be altered since it is tamper-proof. This feature
is very helpful for maintaining data integrity in a variety
of Internet of Things applications, such as supply chain
management and healthcare data storage. The decen-
tralized architecture of blockchain also increases sys-
tem resilience against attacks and malfunctions, and its
encryption algorithms safeguard data privacy. By inte-
grating cryptography, decentralization, and immutabil-
ity disposition, blockchain can enhance IoT security.
Clients use optimal TLS/SSL encryption to create a
TCP/IP connection with the broker in order to provide
secure communication. Clients enter their login creden-
tials and choose between a clean or persistent session.
Clients have the option to publish messages or sub-
scribe to particular topics in order to receive communi-
cations. While publishing clients communicate the bro-
ker, subscribers express interest in receiving communi-
cations on particular topics. The broker distributes the
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published messages to all clients who have subscribed
to the relevant topics. Depending on the session type,
it controls message storage for disconnected clients and
guarantees constant message delivery based on the se-
lected QoS level. MQTT’s broad support for platforms
and technologies makes integration simple and encour-
ages seamless communication and interoperability be-
tween loT ecosystems. The MQTT Broker manages
requests to route messages, subscribe and unsubscribe,
and connect and disconnect clients. Publish-subscribe
patterns, as opposed to client-server patterns, separate
the client sending messages (publisher) from the client
receiving them (subscriber). The MQTT Broker routes
and distributes all messages, so publishers and sub-
scribers do not need to connect directly. Lastly, a ro-
bust and intelligent MQTT broker is required to manage
millions of connections and message throughput com-
parable to the suggested approach, allowing IoT service
providers to focus on creating more reliable MQTT ap-
plications and managing cybersecurity issues emerging
within the distributed data warehouse information sys-
tem.

7 Future Research Focus

To solve different query problems with healthcare in-
formation systems, a distributed healthcare information
system based on computer database technology such
as a data warehouse computing infrastructure will be
developed in addition to the blockchain federated ma-
chine learning algorithmic framework. By fostering
trust among users, blockchain-based federated learning
systems can facilitate auditability and use smart con-
tracts to implement automated incentive schemes. A
number of duties that enhance the federation of med-
ical records across government agencies, departments
and private sectors must be carried out through the HIS,
since it does away with manual records and keeps all
data digital

7.1 Conclusion

In order to monitor public health, provide patient care,
and assist in the formulation of health policy, the health-
care information system is essential. It improves pub-
lic health surveillance, gives healthcare practitioners
access to patient data, and aids in the evidence-based
decision-making of policymakers. In order to enhance
public health and healthcare delivery, the department
of health and its connected agencies gather, evaluate,
and disseminate health information, making them the
most trustworthy source. Improving the general health
and well-being of the populace as well as managing the

healthcare system effectively depend on the HIS. Imple-
menting distributed information systems has changed
the healthcare industry’s paradigm and created new
chances for improved data management, operational ef-
ficiency, and patient care. With the use of healthcare
distributed information systems, healthcare organiza-
tions may be able to offer more collaborative, patient-
centered services. To increase cybersecurity and reduce
the likelihood of unauthorized material being inserted
into healthcare information system databases, the au-
thors of the study developed the PBFT blockchain con-
sensus technique. Each candidate node has an equal
chance of getting certified, which reduces communica-
tion costs and boosts consensus efficiency among the
candidates who participated in the voting process. This
is the foundation of the proposed system’s PBFT con-
sensus mechanism.
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