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Abstract. Technology is advancing at an unprecedented pace, playing a pivotal role in benefiting society
across various domains. However, it also presents formidable challenges for law enforcement agencies.
Among the most significant current hurdles, lies in the anonymity criminals can maintain on the in-
ternet, particularly through VoIP calls. Policing is an ever-evolving field, demanding investigators to be
adaptable in mastering novel investigative techniques. Whether dealing with conventional or tech-related
crimes, call detail records have become indispensable components of any investigation. With the surge
in smartphone usage and mobile data connections, IP address-based investigations have become impera-
tive, especially when dealing with VoIP calls. Consequently, the ability to trace IP addresses has become
a pressing necessity for investigators handling numerous cases involving VoIP calls. This research paper
delves into the investigation of VoIP calls, employing IPDR and PCAP files to identify IP addresses.
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1 Introduction

Mobile technology has become an integral part of mod-
ern society, and regardless of whether the crime is
traditional or technical in nature, Call Detail Records
(CDRs) and Internet Protocol Detail Records (IPDRs)
have become essential components of investigations
conducted by law enforcement agencies[22[][[13][[18]].
The widespread use of VoIP calls through applica-
tions such as WhatsApp, Duo, Facebook Messenger,
etc., over mobile data connections has made IPDRs
the starting point for policing investigations [6][29].
Various crimes are being committed using VoIP calls,
with perpetrators exploiting the anonymity provided by
the internet and utilizing different applications and on-
line servers [8][19][27]. Technological criminals have
the advantage of using platforms like social engineer-
ing toolkits, Linux distributions for anonymity, proxy

servers, VPN servers, and applications like WhatsApp,
Signal, Telegram, Skype, among others, unintentionally
facilitating criminal activities. Detecting and intercept-
ing VoIP calls poses a significant challenge due to the
implementation of robust encryption[14][11]. Conse-
quently, investigators face numerous challenges when
dealing with crimes involving data connections. How-
ever, it is worth noting that despite the exploitation
of secure technology by criminals, many cases have
been successfully solved through IP address tracing
and analysis. It is important to mention that despite
exploitation of secure technology by criminals, many
cases solved with the help of IP Address tracing or
analysis[31][32]][9]. Few example of crimes or chal-
lenge may be as under:

a) Registration of fake numbers on application like
WhatsApp, telegram, etc. using publicly available
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Figure 1: Call Details Record

websites for receiving online OTP instead of OTP
on sim card and then performing criminal activity
using that account on the application [17]][3].

b

~

Registration of fake documents for getting sim
card and then using data connection of this sim
card for committing crimes like identity theft for
performing phishing attack, social engineering at-

tack, etc. )

C

~

Creation of fake profile on social network platform
maintaining anonymity by using the fake number
and online OTP. Such fake number/fake profiles
are being use for spreading viral messages, photos,
videos, etc., for defamation, threatening, black-

mailing, etc.[26][10][23].

2 INVESTIGATION OF SUCH CRIME:

Whenever any crime is committed, investigator have to
start the investigation from the receiving end. There-
fore, it imposes a challenge to trace the source from
target end. From the point of view of mobile network,
if somebody is threatening any person over calls, then
finding the details about that person is not challenge-
able as CAF, CDR, etc. is available with mobile service
provider[28]|[16]in Figure [T}

Call details record reveals that the calling party is
connected to called party on date time, location, device,
etc. By analysing such information, we may find the
details of user involved in calls with criminal?s number.
Also, by analysis of CDR, we may find out information
about towers that this criminal is using to know the ex-
act location or patterns of movements. If the criminal
is not using the calls or SMS facility of mobile tech-
nology, then entry of records is not available in CDR
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Figure 2: IP Address Registry ? source: iana.org
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Figure 3: Information of IP Address

so the challenges are more to investigator [36]][2]. It
is noticed that the criminals are slowly and gradually
avoiding calls and SMS and in fact using these facili-
ties to manipulate the investigator during investigation
by showing that their location was different from crime
scene. Therefore, involvement of IP Address is creas-
ing day by day in investigation as the criminal is using
IP based connections in committing crimes([35][21].

As per IANA[20] 23], IP Addresses are managed by
registry as shown in Figure[2]

From IANA, IP Address are distributed to Regional
registry and as per their concern registry ISP are pur-
chasing the IP Address and further allocating the IP Ad-
dress to the end users or organizations. Details of public
IP Address may be available on surface web [1]] [12] as
shown in Figure 3]

In general, ISP details is available from the whois
information for any particular IP Address. So, trac-
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Figure 4: Heading of IPDR

ing the IP address for any types of crimes are fully de-
pendent on ISP and their IP allocation details for any
particular date and time. So, the analysis of IP details
record(IPDR), stored fields as shown in FigureE], which
is received from ISP is very important for investigation.

With the types of records available on IPDR, it is
realized that tracing of IP Address is not easy due to
reasons, not limited to: -

1 IP based communication is happening with three
IP addresses, namely, source IP address, connec-
tion IP address and destination IP address.

2 Details of source IP, ISP and destination is re-
flected in the IPDR records maintained by the
ISP but merely having these three details are not
enough to identify who is connected in the other
side of the conversation, either text messages or
voice over calls. So, as compare to CDR, where
two end user mobile numbers are clearly record in
the CDR, end user connected over internet or data
connections are not clear, which directly impose a
challenge to the investigator for proceeding the in-
vestigation. From the IPDR records, it is clear that
the connection from user IP to server IP is main-
tained but from that server to recipient IP is not
maintained in the IPDR records. So, analysis of
IPDR is not revealing the two connected person
over chat or over VOIP calls.

3 Location of IP Address is not directly connected to
the end users as GPS coordinates of end user de-
vices are not recorded in the IPDR records main-
tained by the ISPs in this IPDR. Merely giving the
IP Address is not satisfying the criteria of investi-

gation as the same [P Address is allocated to multi-
ple users over the internet from different locations.

3 EXPERIMENTAL SETUP

For experiment purpose, we have taken the scenarios
where internet is used for making threatening calls over
any of these platform, like WhatsApp, Telegram, Sig-
nal, etc. by maintaining anonymity over internet.

3.1 Investigation requirement during such cases is
as under: -

a. Getting the Information of remote/accused IP Ad-
dress from Server involved for this conversation.
It is pertinent to mention that the server may
not be responding as per the requirements based
on different reasons, not limited to, beyond na-
tional jurisdiction, non-cooperation with LEAs,
non-friendly country, etc.

b. Alternate method used in this paper is to Setup the
WhatsApp call with the accused and then capture
the packets of VoIP call and then perform the Anal-
ysis for locating the remote/accused IP Address.

3.2 Finding the details of IP Address:

a. Based on the open source information us-
ing whois, we may find the details of
ISP/organization/Individual ~ responsible  for
the concern IP Address.

b. Perform the IPDR analysis on that IP Address
for identification of device details like IMEI,
IMSI, MSDN, etc. for the concern conversation
date/time or for the particular Cell-Id or location.

4 SIMULATION SCENARIO

Accused is asking the money or ransomware by black-
mailing, based on the scenarios of the cases. So, tech-
nically, there is one accused person, say Mr. A, bearing
number as +91-9485xxx139 and the victim, say Mr. B,
bearing number +91-94840xxx13.

The initial step in the investigation involves request-
ing information from the Mobile Service Provider to
verify the validity of the provided number. If the num-
ber found to be invalid or associated with false doc-
uments, alternative methods are pursued. One such
method is reaching out to the respective server, like
WhatsApp, to obtain the IP Address linked to the active
account if it is currently in use. However, it is important
to note that this [P Address may not always be the most
up-to-date, potentially limiting its utility.
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Figure 5: Mobile Details

To address this issue and obtain the most recent ac-
tive IP Address, the researchers implemented a tech-
nique involving the capture of network packets during
the conversation using Wireshark[33]][24]. By employ-
ing this approach, the active IP Address of the remote
user could be determined, offering a valuable lead in
the investigation. In the context of this paper, the IP
Address of the victim, Mr. B, also noted for reference
during the course of the conversation analysis as shown
in figure [5} It is evident that these methodologies are
crucial in uncovering crucial information related to cy-
bercrimes and tracking down individuals involved in
illegal activities. The research efforts outlined in this
paper contribute to advancing investigative techniques,
thus enabling law enforcement to stay ahead in the bat-
tle against cyber threats and protect potential victims
effectively.

To find out the real IP Address of this anonymous
accused, remote WhatsApp user, packets was captured
for the WhatsApp calls over internet using Wireshark
software as shown in figure[6] There are many remote
IP Addresses and UDP protocol is visible in picture.
Analysis of WhatsApp voice calls may be different then
the analysis of messages[[7]] as the protocol engaged for
transmission as well as encryption may be different. In
this paper, we intend to analyse the VoIP calls of What-

SApp.

5 RESULTS AND DISCUSSION

In VoIP call, TCP connection is used for establishing
the connection between the users and then UDP Proto-
cols is engaged for actual transfer of packets. So, during
analysis, it is found that the UDP packets are exchanged
between the IP Address, 192.168.137.92 (Mr B, Vic-
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Figure 6: Packet Capture using Wireshark
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Figure 7: Information about IP Address

tim) on mac address, b2:¢3:b7:29:e0:¢c5 and remote IP
Addresses.

Some of the probable remote IP Address connected
during VoIP calls are identified and accordingly IP Ad-
dress resolution through online whois records is per-
formed. Result of the same is is shown in Figure[7]

Therefore, from this IP Address resolution, it is
found that the most probable IP Address engaged dur-
ing VoIP call is 223.238.101.204 as all other remote IP
Address are engaged for some of the renown servers.
It is further identified that this IP Address is connected
through UDP protocol as shown in figure[§], which fur-
ther supports that this IP was engaged for VoIP Calls.

Further analysis was made by giving filter on both
IP Address and port number engaged for UDP proto-
col and clearly visible that this two IP Address was ex-
changing the packets as shown in figure[9]

INFOCOMP, v. 23, no. 2, p. pp-pp, December, 2024.
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Figure 8: Mac Address and IP Address of mobile number in packet
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Figure 10: Remote ISP Bharti Airtel

Hence, it may be concluding that this remote IP may
be the IP Address of the remote ISP, which is used for
the WhatsApp call. Complete details of this public IP
Address, 223.238.101.204, was checked and found that
the IP Address belongs to Bharti Airtel Group, so the
remote ISP is bharti airtel as shown in Figure [I0]

Absolutely, the technique of capturing packets dur-
ing VoIP communication allows for the identification of
remote [P Addresses. However, it is crucial to adhere
to privacy policies and legal procedures when extract-
ing further details about the concerned user. By con-
ducting a thorough analysis of the IP Address and its
IPDR records, investigators can effectively probe cases
involving VoIP calls related to crimes such as threat-
ening, harassment, ransomware, and others, especially
those targeting vulnerable groups like women and chil-
dren. IPDR analysis proves to be an invaluable tool in
understanding user behaviour in cyberspace. It helps in-
vestigators identify the general patterns of internet con-
nection usage associated with a particular IP Address.
This method can be effectively employed when inves-
tigating cases involving servers like WhatsApp, Face-
book, Google, Telegram, and other platforms. Embrac-
ing this technique allows law enforcement to tackle cy-
bercrime more effectively and protect individuals from
online threats. However, it is essential to ensure that
all investigative efforts adhere to legal and ethical stan-
dards to maintain the integrity of the evidence and re-
spect the privacy rights of individuals involved

During analysis of IPDR records, connection between
the private IP, public IP Address and Destination con-
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Figure 12: IP and selected server with private IP and frequency

nection may be identified along with frequency of con-
nections among the IP Address which is shown in figure
[TThnd figure[12]

Similarly, the analysis may reveal the connection
among the device (IMEI/MAC), Private and Public IP
Address for a particular destination, say Google, as
shown in figure [[3pnd figure [T4]

Sometime online server may provide IP Address
along with port number, then we may analyze the IPDR
using Port no as displayed in figure [T5]and figure[T6]

Indeed, the potential combinations for analysis are
vast and can be tailored to suit the specific requirements
of each case. By utilizing these techniques, investiga-
tors can effectively analyse VoIP calls involving anony-
mous users engaged in criminal activities. Once the ac-
cused parties are identified, the associated devices can
be pinpointed and seized for further examination. Ex-
tracted evidence from these devices can then be sub-
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Figure 14: IP and selected server with device IMEI
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jected to rigorous analysis, ensuring its admissibility
in the court of law [4][15)]. This comprehensive ap-
proach equips law enforcement with the necessary tools
to build strong cases against perpetrators and contribute
to upholding justice in the face of evolving technologi-
cal challenges.

6 CONCLUSIONS AND FUTURE WORKS:

Dealing with technological crimes necessitates leverag-
ing all available technical resources. With technology
and cyberspace becoming a favoured platform for crim-
inals, encompassing both traditional offenses like hu-
man trafficking, blackmailing, harassment, defamation,
and technical crimes such as financial frauds and iden-
tity theft, investigators must have ample options to facil-
itate their investigations effectively. This research paper
highlights a crucial finding that the captured IP packets
can potentially reveal the IP Address of remote users,
aiding investigators in their pursuit of justice by gather-
ing relevant IPDR information. Looking ahead, similar
methodologies could be applied to analyses other VoIP
call platforms, exploring the possibilities of identifying
remote user [P Addresses in various scenarios. This
advancement promises to be a valuable tool in the on-
going battle against cybercrime and technology-related
offenses, empowering law enforcement to stay one-step
ahead in the ever-evolving landscape of criminal activ-

1ty.
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