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Abstract. As the deployment of 5G networks accelerates, ensuring robust security becomes paramount.
This article presents a comprehensive review of security in 5G networks, aiming to analyze security
applications and strategies for mitigating vulnerabilities. Through an extensive literature review, several
threats and specific security vulnerabilities of 5G networks are identified as issues in corporate networks,
user equipment, and applications. Furthermore, possible future security trends, vulnerability mitigations,
and emerging technologies in 5G networks are explored. The article concludes by highlighting the
importance of addressing security concerns in 5G networks and provides recommendations for future
research in this field. Understanding the security landscape of SG networks is crucial to ensuring the safe
and reliable operation of next-generation communication infrastructure.
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1 Introduction

The fifth generation (5G) of wireless mobile communi-
cation networks has emerged as a transformative tech-
nology, with the initial standard proposal made by the
Third Generation Partnership Project (3GPP), revolu-
tionizing the way we connect, communicate, and inter-
act in the digital era [3} 2, [7, [11]. With its promise of
ultra-fast speeds, low latency, massive device connec-
tivity, and enhanced reliability [35]], 5G networks are
poised to drive the deployment of innovative applica-
tions and services across various domains, including
healthcare, transportation, smart cities, augmented re-
ality, and industrial automation [20, 22].

The 5G network enables a wide variety of terminals
and a significant increase in the number of nodes, ex-
tensive deployment of nodes in ultra-high density, the
coexistence of multiple wireless network technologies,
and security mechanisms [23, 33| [18]]. The 5G network
allows for the evolution of end-to-end direct commu-
nication capabilities and the integration of innovative
techniques such as Vehicle-to-everything (V2X), Soft-

ware Defined Network (SDN), and Network Functions
Virtualization (NFV). These new features and tech-
niques pose several new security challenges for 5G net-
works [6[23]]. Despite the evolution of technical aspects
of communication and security, it is essential to educate
people about the importance of information security in
5G networks [27, 29} 121} [28]].

In this paper, we present the general aspects of se-
curity in a 5G network. For this purpose, the paper is
organized as follows: Section 2 provides a summary of
the existing works on information security in 5G net-
works. Section 3 presents the criteria and methods of
analysis used in this study, and Section 4 analyzes and
discusses the security issues found in the literature.

2 Related Work

The security architecture in 5G networks is a crucial
topic to ensure the protection of systems and data in
an increasingly connected environment. The work [24]]
provides a review of the 5G-IoT architecture, present-
ing the attacks and cyber risks at each layer of this ar-
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chitecture. Its objective is to propose a security taxon-
omy for this type of network, focusing on the threats
highlighted in its layers, in the context of applications
in smart cities. The authors argue that the proposed ar-
chitecture can address different security challenges and
provide forensic techniques to prevent potential risks
and cyber attacks in the network.

In the article [[13], the security requirements and
applicable standards for 4G and 5G wireless networks
were synthesized. Specifically, it presented security as-
pects in the LTE and 5G wireless systems developed
by the 3GPP group. It emphasizes the importance of
LTE security requirements in 5G wireless systems and
highlights the need to protect privacy. The article [4]
presents a comprehensive study on security in 5G net-
works, under the 5G-NextGen Core (5GC) architecture.
It introduces cyber risks and security measures along
with use cases applied to this architecture, including re-
quirements such as authentication, integrity, availabil-
ity, non-repudiation, and confidentiality. The article
[L5] provides insights into the integration of innovative
devices, 5G networks, and security through case studies
in vehicular-to-everything (V2X) network scenarios.

The article [[32] describes the work carried out in the
5G-ENSURE project to address the need for security
and reliability in enterprise networks using 5G. With
the aim of developing a trust model in 5G networks in
the corporate environment, it worked with a scenario
involving various reliability mechanisms. On the other
hand, the article [14] presents a comprehensive study
on the security of 5G wireless network systems com-
pared to 4G cellular network, highlighting the security
risks and tradeoffs in each of these architectures. The
work [[19] analyzes the security features of 5G and mea-
sures their implementation in commercial 5G networks.
The results show that there is a significant discrepancy
between SG security standards and real-world deploy-
ment, with vulnerabilities such as user data leakage,
location exposure, and denial-of-service (DoS) attacks
still applicable to commercial 5G networks. The article
[L] presents a framework for the management and mon-
itoring of security events in 5G networks, including the
solution architecture, related works, and use cases.

The work [12]] presents a comprehensive study on
recent developments in 5G wireless security, focusing
on existing security solutions and emerging security
aspects associated with technologies such as HetNet,
D2D, massive MIMO, SDN, and IoT. It proposes a 5G
wireless security architecture that emphasizes flexible
identity management and authentication, highlighting
its advantages. The article examines the handover pro-
cedure and performance to demonstrate the benefits of

the proposed security architecture. Additionally, it dis-
cusses the challenges and future directions of 5G wire-
less security, aiming to provide research directions for
implementing robust security measures in the near fu-
ture.

Evaluating the security of a 5G network is similar to
analyzing a conventional network, where it is necessary
to capture the traffic and analyze it afterward. Just as
in a conventional network, we can use the fuzzing tech-
nique [3], and we can also apply the same principles to
a 5G network [30]. In the research article [34]], a sur-
vey provides an overview of system models, including
network and threat models, in the context of the 5G-
enabled IoT environment.

The analysis of different 5G networks and operators
allows the identification of deployment issues, authen-
tication, privacy, confidentiality, capabilities, and data
transfer [16]. The research [25] categorizes different
types of security protocols and provides an analysis of
existing protocols in the 5G-enabled IoT environment.
Additionally, it highlights future challenging issues in
the security of the 5G-enabled IoT environment, offer-
ing valuable insights for researchers in this field.

The existence of entities such as 3GPP facilitates the
creation of standards that establish the operating criteria
of the 5G network. However, problems can still occur
within these standards. The research study [9] analyzed
the authentication mechanism and proposed improve-
ments to the implemented algorithm to prevent data
leaks and encryption breakage used in USIM[H Another
research study [17] analyzed the network band slicing
mechanism and proposed an algorithm to prevent data
leaks.

Security analyses in 5G networks are not limited
to the network infrastructure alone but also encompass
the applications that utilize the 5G network for com-
munication. The research study [8] analyzed the secu-
rity of IoT devices that transmit data over the 5G net-
work, considering that these devices have limited pro-
cessing capabilities and need to conserve energy. The
work [10] developed a secure authentication protocol
for 5G networks that protects the network against at-
tacks involving quantum computing, providing stronger
security than the standard protocol. The article [26] ad-
dresses security vulnerabilities in major use cases based
on 5G networks, deployed in the context of Multi-
access Edge Computing (MEC), as well as strategies
to mitigate them.

The article [31] provides an overview of Cellular
Vehicle-to-Everything (C-V2X) technologies and stan-

1USIM hhttps://www.ericsson.com/en/blog/2020/
1/5g-security-sim-card
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dards, with a specific focus on the current status of LTE-
V2X and 5G-V2X. It explores various use cases, ser-
vice support, and security requirements associated with
these technologies. A comparison is made to highlight
issues related to existing implementations of 5G-V2X
in autonomous and non-autonomous modes. The article
presents an architecture based on a conceptualized Se-
curity Reflexive Function (SRF), designed to mitigate
secure mobility management challenges faced by vehi-
cles in 5G-V2X. Additionally, it discusses open issues
and research directions, shedding light on the current
aspects of 5G-V2X, its security, and the feasibility of
the proposed architecture.

3 Methodology

The objective of this survey is to provide a compre-
hensive overview of the existing literature on security
studies in 5G networks. The aim is to identify and an-
alyze the current state of research, highlight the key
challenges and threats, and explore the various security
mechanisms and solutions proposed by researchers and
industry experts.

This survey paper adopts a systematic approach to
conducting a comprehensive review of the literature on
security in 5G networks. The following steps were fol-
lowed:

o Identification of Relevant Keywords: The initial
step involved identifying relevant keywords re-
lated to the subject. These keywords included "5G
networks," "security," "threats," "challenges," "se-
curity mechanisms," and "solutions.".

"non non

e Literature Search: A thorough literature search
was conducted using various academic databases,
including IEEE Xplore, ACM Digital Library,
Scopus, and Google Scholar. The search was con-
ducted using a combination of the identified key-
words to retrieve relevant research articles, confer-
ence papers, reports, and other scholarly sources.

e Inclusion and Exclusion Criteria: In order to en-
sure the relevance and quality of the selected lit-
erature, inclusion, and exclusion criteria were de-
fined. Only peer-reviewed articles, conference
papers, and reports published between 2018 and
2023 were considered.

e Screening and Selection Process: The retrieved ar-
ticles were screened based on their titles and ab-
stracts to assess their relevance to the research
topic. The selected articles were then read in detail
to evaluate their suitability for inclusion in the sur-
vey paper. The final selection of articles was made

based on their relevance, contribution to the field,
and quality of the research.

e Data Extraction and Analysis: The selected arti-
cles were systematically reviewed, and relevant in-
formation was extracted. The extracted data in-
cluded the authors, publication year, research fo-
cus, key findings, methodologies, and recommen-
dations. The data were analyzed to identify com-
mon themes, emerging trends, and gaps in the ex-
isting research.

e Limitations: It is important to acknowledge the
limitations of this survey paper. The scope of the
survey is limited to the literature available up to
June 2023. The inclusion and exclusion criteria
may introduce some bias in the selection of arti-
cles. Additionally, due to the rapid development
of 5G networks, new research may have been pub-
lished after the literature search was conducted.

As a result of applying the methods described
above, we obtain Table [I| with some criteria used in
the research to facilitate the classification of the works.
In Table[I] the keyword refers to the most evident points
along with the security theme, the field work is used to
identify the referenced work, and the field year is used
to identify the year of publication.

Subject Papers Year
. ) [24](L3][4] | 2018
Architecture and design
[15] 2023
[30] 2021
Attacks to 5G networks
[L6][251 2023
Physical security [onL7ni8n | 2023
[31] 2020
Vehicle to everything (V2X) [26] 2021
[L5] 2023

Table 1: Papers separated by subjects

4 Conclusion

This survey provided a comprehensive overview of the
current state of research on security in 5G networks.
Through a systematic analysis of the literature, the main
challenges and threats associated with 5G network se-
curity were identified, and existing security mecha-
nisms and solutions proposed by researchers were ex-
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plored. The analysis of the selected works shows a
trend of studying 5G network security in conjunction
with other topics, thus evaluating more practical appli-
cations of the established 5G network standards. This
approach allows for research that maps other areas of
knowledge, expanding the results and possibilities for
developing new applications and analyses. Although
significant progress has been made in the development
of security mechanisms, there are still gaps and research
directions that need to be addressed.

Future research should focus on investigating the
security implications of emerging technologies in 5G
networks, such as network slicing and edge computing.
Additionally, efforts should be directed towards stan-
dardization and regulatory frameworks to ensure con-
sistent and robust security measures in 5G deployments.
However, it is essential to recognize the limitations of
this survey. The article selection process may introduce
some bias, and there are various research papers that
were not included. Furthermore, the rapid development
of 5G networks means that new security challenges may
arise, requiring ongoing research and updates to address
emerging threats. Despite these limitations, this survey
article provides a valuable foundation for understanding
the current landscape of security in 5G networks and
highlights the need for continuous research and collab-
oration to ensure the secure deployment and operation
of 5G networks in the future.
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