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Abstract. We introduce a secure quantum dialogue scheme characterized by non-orthogonal entangled
states that use the concept of superdense coding to obtain optimum efficiency and high resource capacity.
In this scheme, two non-orthogonal four-qubit cluster states are deployed as a quantum channel to com-
municate four-qubit secret information by encrypting only two qubits. By virtue of the non-orthogonality
of the quantum channel, the current approach can effectively prevent various sorts of viable unauthorized
access while establishing a robust quantum channel. Furthermore, two security checks and authentica-
tion processes make it more secure, and it also overcomes the disadvantage of information loss and is
technically attainable with present technology.
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1 Introduction

In recent years, quantum cryptography (QC) has re-
ceived great interest in both academic and commercial
fields and proves a promising technology for ensuring
the security of future data transmission. A significant
branch of quantum cryptography, i.e. Quantum dia-
logue (QD), which is currently in the theoretical re-
search stage but is of great interest to academics.

Quantum Dialogue (QD), a new category of quan-
tum communication protocol [?] based on Quantum se-
cure direct communication (QSDC), has just been sug-
gested. Many of QSDC and QD properties are simi-
lar, such as transmitting information entirely through
the quantum channel, but the latter allows users to in-
teract bidirectionally, which is important in practice.

Entanglement has sparked global attention in the
last decade due to its practical usage in quantum infor-

mation theory. It is crucial in preventing information
leakage in various QD protocols. Furthermore, infor-
mation leakage can be mitigated by incorporating mul-
tiparticle entangled states (particularly cluster states)
into many QD protocols [6, 7, 9, 11, 12, 14, 19, 26].
Cluster states [3], a sort of entangled state with unex-
pected and distinctive attributes, are crucial in the issue
of data leaking. Since, in the physical world, quantum
systems are intrinsically linked with their surrounding
environment, which can result in a loss of quantum cor-
relation or decoherence, and these states are invulnera-
ble to decoherence.

It is also noteworthy that authentication is a hot con-
cern in quantum communication, as it is utilized to ver-
ify a user’s authenticity. This strategy can successfully
increase the protocol’s invulnerability. Many notable
protocols [24] that use authentication mechanisms have
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been offered thus far. However, a counterfeiter may in-
tercept the hidden message or send a fake message to
genuine users. Hence, user’s identities must be verified.

In this study, we propose a secure QD approach
characterized by the non-orthogonality of entangled
states. For ensuring the security of QD, two four qubit
cluster states are employed as initial states to carry se-
cret messages that are not orthogonal. Here, the no-
cloning theorem inhibits unauthorized users from repli-
cating them exactly, and the uncertainty principle for-
bids any unauthorized user from differentiating them
without any effect. Because of the considerable en-
durance of entanglement, cluster states are tougher to
destroy using local operations. Unlike previous pro-
tocols, this approach involves the notion of optimum
quantum superdense coding, which indicates that two
bits of data can be encoded on a sole quantum bit with-
out interrupting entanglement. Therefore, our protocol
satisfies the Holevo constraint [21] and is the most ca-
pable. In addition, with an efficiency of 61.53 percent,
our method is more effective.Furthermore, information
leakage is not an issue with our scheme. The protocol
is safer as a result of two security checks and authenti-
cation procedures.

2 Literature and Related Work

In the world of information security, quantum cryptog-
raphy is a comparatively new entrant. The objective
of cryptography is to guarantee that encrypted informa-
tion is sent between two users somehow in a way that
an unauthorized person cannot intercept it. The vul-
nerability of most cryptosystems in classical cryptog-
raphy is predicated on the conception of computational
intricacy. On the contrary, all contemporary classical
cryptographic techniques struggle to develop an arbi-
trary key that would be reliable for all communicants.
Favourably, quantum key distribution (QKD) [1, 2],
a significant extension of quantum cryptography [10],
can successfully complete this job. Quantum cryptog-
raphy incorporates quantum mechanics ideas into the
cryptographic process, as these are the underlying prin-
ciples that thus ensure absolute security. Another field
of quantum cryptography that has recently emerged and
gained much interest is quantum secure direct commu-
nication (QSDC) [18, 15, 25]. It enables the sender to
convey information straight to the recipient predictably
and securely without generating a prior key. In ad-
dition, a well-developed QSDC protocol can provide
guaranteed protection . Initially, QSDC protocols only
allowed communication in a single direction (from Al-
ice to Bob or vice versa). Consequently, as one type of
quantum secure direct communication (QSDC), quan-

tum dialogue (QD), that was explicitly introduced by
Nguyen [20] and Zhang et al. [27], has a unique fea-
ture; namely, it can achieve the mutual interchange of
a hidden message from two participants concurrently
through the dissemination of the quantum signal. Af-
terward its discovery, QD has captivated the curiosity
of academics, prompting the creation of several other
QD schemes [8, 17, 20, 23, 27].

Though we all know that people’s growing comput-
ing capabilities are seriously jeopardizing the robust-
ness of most conventional cryptographic techniques.
The major goal of quantum cryptography would be to
alter it and come up with new techniques to achieve
greater security. Thus, quantum cryptography’s high
security is not only a privilege but also a necessity.
Nevertheless, not all the existing approaches can meet
this criterion. Some protocols, for example, have been
effectively assaulted by subtle methods that were not
considered whenever they were devised [17]. Quantum
cryptography, as we are already aware, requires pub-
lic classical communication. We must assure that the
secret message’s information is not disclosed to others
through traditional communication. Otherwise, the de-
sired level of security would be compromised. How-
ever, Gao et al. [8] reported that the communicated
secret information was partially leaked out in several
QD protocols in 2008. Tan and Cai [23] revealed the
phenomenon known as classical correlation in the same
year. In reality, the issue of information leaking is
caused by the attributes of classical correlation. To ad-
dress this flaw, Shi et al. [22] suggested a shared pri-
vate quantum entanglement channel to achieve bidirec-
tional quantum secure communication. Since then, re-
searchers have focused on developing QD techniques
that are immune to information loss [13, 16]. The study
on reliable and efficient QD protocols that avoid infor-
mation leaking, as discussed above, has important the-
oretical and practical aspects, motivating us to present
this scheme.

3 Description of our Protocol

First, we define a four-qubit cluster state as follows to
meet the purpose of the QD protocol.

|φ〉 =
1

2
(|0000〉+ |0011〉+ |1100〉 − |1111〉) (1)

Let the four Pauli operators that are employed to
encrypt secret data are defined as

σ0 = I = |0〉〈0|+ |1〉〈1|
σ1 = σx = |0〉〈1|+ |1〉〈0|

INFOCOMP, v. 23, no. 1, p. pp-pp, June, 2024.



Chauhan et al. Secure Quantum Dialogue Based on Non-Orthogonal Entangled States and Local Unitary Operation 3

σ2 = σy = |0〉〈1| − |1〉〈0|
σ3 = σz = |0〉〈0| − |1〉〈1|

The two-bit classical data can be expressed by four
Pauli operators,

σ0 ↔ 00, σ1 ↔ 01, σ2 ↔ 10, σ3 ↔ 11

Then, on applying local unitary operation on the first
and third particle, the cluster states given in eq. (1) can
be converted into the following
|φ1〉 = 1

2 (|0000〉+ |0011〉+ |1100〉 − |1111〉)abcd
|φ2〉 = 1

2 (|0010〉+ |0001〉+ |1110〉 − |1101〉)abcd
|φ3〉 = 1

2 (−|0010〉+ |0001〉 − |1110〉 − |1101〉)abcd
|φ4〉 = 1

2 (|0000〉 − |0011〉+ |1100〉+ |1111〉)abcd
|φ5〉 = 1

2 (|1000〉+ |1011〉+ |0100〉 − |0111〉)abcd
|φ6〉 = 1

2 (|1010〉+ |1001〉+ |0110〉 − |0101〉)abcd
|φ7〉 = 1

2 (−|1010〉+ |1001〉 − |0110〉 − |0101〉)abcd
|φ8〉 = 1

2 (|0000〉 − |1011〉+ |0100〉+ |0111〉)abcd
|φ9〉 = 1

2 (−|1000〉 − |1011〉+ |0100〉 − |0111〉)abcd
|φ10〉 = 1

2 (−|1010〉 − |1001〉+ |0110〉 − |0101〉)abcd
|φ11〉 = 1

2 (|1010〉 − |1001〉 − |0110〉 − |0101〉)abcd
|φ12〉 = 1

2 (−|1000〉+ |1011〉+ |0100〉+ |0111〉)abcd
|φ13〉 = 1

2 (|0000〉+ |0011〉 − |1100〉+ |1111〉)abcd
|φ14〉 = 1

2 (|0010〉+ |0001〉 − |1110〉+ |1101〉)abcd
|φ15〉 = 1

2 (−|0010〉+ |0001〉+ |1110〉+ |1101〉)abcd
|φ16〉 = 1

2 (|0000〉 − |0011〉 − |1100〉 − |1111〉)abcd

Dense coding switches one cluster state to another
in an ensemble of sixteen orthogonal cluster states
by operating an appropriate unitary operator (on the
first and third qubits), as shown above. Alongwith the
orthogonality of these states,they can be implemented
as measuring bases for four qubit cluster states via Von
Neumann measurement.

Let measuring basis MB1 = |φ1〉, |φ2〉, .|φ16〉 is a
basis set for a four-qubit cluster state. Another basis set
MB2 = |ψ1〉, |ψ2〉, .|ψ16〉 can be acquired by applying
Hadamard operation

H =
1√
2

(
1 1
1 −1

)
on second and fourth particles as

|ψ〉 =
1

2
(|0 + 0+〉+ |0 + 1−〉+ |1− 0+〉−

|1− 1−〉 (2)

where |+〉 = |0〉+|1〉√
2

and |−〉 = |0〉−|1〉√
2

On applying local unitary operation on the second and
fourth particle, the above cluster states are given in eq.

(2) can be changed into the following

|ψ1〉 =
1

2
(|0 + 0+〉+ |0 + 1−〉+ |1− 0+〉−

|1− 1−〉abcd

|ψ2〉 =
1

2
(|0 + 0+〉 − |0 + 1−〉+ |1− 0+〉+

|1− 1−〉abcd

|ψ3〉 =
1

2
(|0 + 0−〉 − |0 + 1+〉+ |1− 0−〉+

|1− 1+〉abcd

|ψ4〉 =
1

2
(|0 + 0−〉+ |0 + 1+〉+ |1− 0−〉+

|1− 1+〉abcd

|ψ5〉 =
1

2
(|0 + 0+〉+ |0 + 1−〉 − |1− 0+〉+

|1− 1−〉abcd

|ψ6〉 =
1

2
(|0 + 0+〉 − |0 + 1−〉 − |1− 0+〉−

|1− 1−〉abcd

|ψ7〉 =
1

2
(|0 + 0−〉 − |0 + 1+〉 − |1− 0−〉−

|1− 1+〉abcd

|ψ8〉 =
1

2
(|0 + 0−〉+ |0 + 1+〉 − |1− 0−〉+

|1− 1+〉abcd

|ψ9〉 =
1

2
(|0− 0+〉+ |0− 1−〉 − |1 + 0+〉+

|1 + 1−〉abcd

|ψ10〉 =
1

2
(|0− 0+〉 − |0− 1−〉 − |1 + 0+〉−

|1 + 1−〉abcd

|ψ11〉 =
1

2
(|0− 0−〉 − |0− 1+〉 − |1 + 0−〉−

|1 + 1+〉abcd
INFOCOMP, v. 23, no. 1, p. pp-pp, June, 2024.
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|ψ12〉 =
1

2
(|0− 0−〉+ |0− 1+〉 − |1 + 0−〉+

|1 + 1+〉abcd

|ψ13〉 =
1

2
(|0− 0+〉+ |0− 1−〉+ |1 + 0+〉−

|1 + 1−〉abcd

|ψ14〉 =
1

2
(|0− 0+〉 − |0− 1−〉+ |1 + 0+〉+

|1 + 1−〉abcd

|ψ15〉 =
1

2
(|0− 0−〉 − |0− 1+〉+ |1 + 0−〉+

|1 + 1+〉abcd

|ψ16〉 =
1

2
(|0− 0−〉+ |0− 1+〉+ |1 + 0−〉−

|1 + 1+〉abcd

The two basis sets MB1 and MB2 are non-
orthogonal to one another. The following are four-bit
secret data and their accompanying encoding rules:

0000(σ
A1(A2)
0 ⊗ σA3(A4)

0 ), 0001(σ
A1(A2)
0 ⊗ σA3(A4)

1 ),
0010(σ

A1(A2)
0 ⊗ σA3(A4)

2 ), 0011(σ
A1(A2)
0 ⊗ σA3(A4)

3 ),
0100(σ

A1(A2)
1 ⊗ σA3(A4)

0 ), 0101(σ
A1(A2)
1 ⊗ σA3(A4)

1 ),
0110(σ

A1(A2)
1 ⊗ σA3(A4)

2 ), 0111(σ
A1(A2)
1 ⊗ σA3(A4)

3 ),
1000(σ

A1(A2)
2 ⊗ σA3(A4)

0 ), 1001(σ
A1(A2)
2 ⊗ σA3(A4)

1 ),
1010(σ

A1(A2)
2 ⊗ σA3(A4)

2 ), 1011(σ
A1(A2)
2 ⊗ σA3(A4)

3 ),
1100(σ

A1(A2)
3 ⊗ σA3(A4)

0 ), 1101(σ
A1(A2)
3 ⊗ σA3(A4)

1 ),
1110(σ

A1(A2)
3 ⊗ σA3(A4)

2 ), 1111(σ
A1(A2)
3 ⊗ σA3(A4)

3 )

4 QD PROTOCOL

Alice and Bob, two legal communicants, can concur-
rently communicate four qubit secret messages via four
qubit cluster states in this approach. Our approach can
be executed in the following manner:

Step1. Alice first creates two identical 1S and 2S
string of n cluster states,each of which is arbitrarily as-
signed to one of the two non-orthogonal states and are
arranged as
S={Sa

1 , S
b
1, S

c
1, S

d
1 , S

a
2 , S

b
2, S

c
2, S

d
2 , ..........S

a
n, S

b
n, S

c
n,

Sd
n}

Here, a,b,c,d represent four particles in a four-qubit
cluster state, and the notation 1,2...n indicates the or-
der of cluster state in a string. Also, she puts together

two groups of decoy photons (for example, l and m par-
ticles) at random, whether it is in X basis (|+〉, |−〉)
or on Z basis (|0〉, |1〉), to check the channel’s secu-
rity. By incorporating l particles into the 1S string, she
sends the (n + l) string to Bob. In the meantime, Al-
ice develops a classical bit string R = r1, r2, .rn where
ri0, 1, i = 1, 2, .N . If Alice chooses a basis set MB1

as initial state, then ri = 0 and for ri = 1, Alice choose
the MB2 basis set as the initial state.

Step2. After delivering the string to Bob, they first
investigate the channel’s security. Alice discloses the
position and their respective measuring basis for each
l decoy photon. The particle is then measured in the
announced basis by Bob. He can approximate the er-
ror rate by comparing the outcomes. If the procedure
reaches the threshold, it is terminated; otherwise, it con-
tinues. He abandons l particles and measures each of
the four particles in the 1S string in order using a clus-
ter basis. Consequently, he recovers the original state
of that cluster state in the 1S string.

Step3. To certify Bob’s identity, Alice picks a suf-
ficient number of particles from the 2S string, performs
Z basis measurement, and reports the position. Bob se-
lects the particle in the same position in the 1S sequence
as Alice, examines the Z basis, and compares the find-
ings. If the results are the same, the users’ authentica-
tion has been confirmed.

After confirming the channel’s security, Alice per-
forms the unitary operation σ2 ⊗ σ1 on the first and
third particle of each cluster state into a 2S string if she
chooses MB1 as the initial state. Otherwise, encoding
is done on the second and fourth particle of the clus-
ter state, corresponding to a four-bit classical message.
For a further security screening, Alice now introduces
m particles to the 2S string and transmits (n + m) parti-
cles to Bob.

Step4. Bob receives the 2S string. Alice broadcasts
the position and basis of m particles in a 2S string. To
assure the security of channel transmission, Bob mea-
sures them in the correct basis, correlates it with Al-
ice’s pronouncement, and analyzes whether the string
has been eavesdropped and finally, eliminate them. Fur-
ther, Alice announces the value of R; accordingly, Bob
encrypts his secret data by carrying out σ3 ⊗ σ1 oper-
ation on the first and third qubits (if the initial state is
a basis set MB1 otherwise, it is done on the second
and fourth particle in a 2S string. After performing the
encoding process, Bob executes a cluster state measure-
ment on each of the four particles in the 2S string and
publishes his final measurement outcome.

Step5. Alice can infer Bob’s secret message based
on Bob’s findings. Meanwhile, Bob is ready to retrieve
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Alice’s message.
For example, let Alice declares ri = 1, and she

chooses one of the states (say|ψ1〉) from the basis set
MB2 as initial state, and the communicants Alice and
Bob intend to exchange 1001 and 1101 messages, then
their encrypting operations are σ2 ⊗ σ1 and σ3 ⊗ σ1
respectively, and they obtain the end result |ψ8〉 which
can be expressed as

|ψ1〉 = σ2 ⊗ σ1|ψ1〉 ⇒ Alice
(σ3 ⊗ σ1)⊗ ((σ2 ⊗ σ1)|ψ1〉) = |ψ8〉 ⇒ Bob

The final outcome |ψ8〉 is evaluated and broad-
casted by Bob. Then as per above mentioned three
known messages, she may then figure out Bob’s
secret operation is σ3 ⊗ σ1. As 1S and 2S strings
are equal, Bob already knows the initial cluster state.
Bob can deduce Alice’s secret operation is σ2 ⊗ σ1.
Consequently, both the users can transmit the secret
message simultaneously.

Figure 1: Schematic Illusion of QD

5 Security Analysis
5.1 Information Leakage Analysis

In this scheme, Bob only broadcasts one result, namely
|ψ8〉 and the actual state is kept between the participants
in complete secrecy. Apart from the fact that the chan-
nel comprises 16x16 possible sets of operations, which
are all equally probable that means
−Σpilogpi = −(16× 16)× 1

16×16 log
1

16×16
= 8 -bit secret message
As the information transferred between Alice and Bob
is also 8 bits. Therefore, no information is leaked, and
all data is delivered securely.

5.2 Some Attacks

Intercept and Resend attack :Eve captures the 1S state
on its way from Alice to Bob and sends a fake 1S string
to Bob, with each particle in any one of the four states
|0〉, |1〉, (|+〉, |−〉) in order to acquire data about the
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cluster state in the 1S string. However, in our scheme,
this issue is avoided because of the usage of two non-
orthogonal basis sets. It can make it impossible for any-
body to distinguish them flawlessly. Hence, it is safe
against this form of attack. As the captured particles
comprise decoy photons, Eve will acquire a cluster state
after eliminating the decoy photons after Alice reveals
the state and location of the particles. On the other end,
since Bob is evaluating Eve’s counterfeit string, which
has a high error rate, he will never get the same output.
Consequently, Eve is immediately detectable.
Entangle and Measure attack: A unitary operator on a
greater Hilbert Space can actualize Eve’s malicious as-
sault, as per Stinespring’s dilation theorem. Suppose
Eve attempts to retrieve some valuable data from a 1S
string going between the communicants by undertaking
an entangle and measure attack. To entangle her par-
ticle with the communicative sequence, she performs a
generic operation UE on 1S and the adjunct particle |ε〉
that she created earlier. When the system’s initial state
is one of the MB1 basis sets then Eve’s impact on it, is
stated as:

UE |0〉|ε〉 = α|0〉|ε00〉+ β|1〉|ε01〉 (3)

UE |1〉|ε〉 = γ|0〉|ε10〉+ δ|1〉|ε11〉 (4)

where |α|2 + |β|2 = |γ|2 + |δ|2 = 1 At such stage,
Eve’s assault will result in an error rate of ε = |β|2 =
|γ|2 = 1− |α|2 = 1− |δ|2
When the status of the traveling string is from one of the
MB2 basis sets, then Eve’s impact on it is characterized
as

UE |+〉|ε〉 =
1√
2

(α|0〉|ε00〉+ β|1〉|ε01〉+ γ|0〉|ε10〉

+ δ|1〉|ε11〉

=
1√
2

[
|+〉{ 1√

2
(α|0〉|ε00〉+ β|1〉|ε01〉+ γ|0〉|ε10〉

+ δ|1〉|ε11〉}

+ |−〉{ 1√
2

(α|0〉|ε00〉 − β|1〉|ε01〉+ γ|0〉|ε10〉

− δ|1〉|ε11〉}

]

=
1√
2

(|+〉|ε++ + |−〉|ε+−) (5)

UE |−〉|ε〉 =
1√
2

(α|0〉|ε00〉+ β|1〉|ε01〉 − γ|0〉|ε10〉

− δ|1〉|ε11〉

=
1√
2

[
|+〉{ 1√

2
(α|0〉|ε00〉+ β|1〉|ε01〉 − γ|0〉|ε10〉

− δ|1〉|ε11〉}

+ |−〉{ 1√
2

(α|0〉|ε00〉 − β|1〉|ε01〉+ γ|0〉|ε10〉

+ δ|1〉|ε11〉}

]

=
1√
2

(|+〉|ε−+ + |−〉|ε−−) (6)

Eve’s action must lead to an error rate Â 1
2 as far

as she attacks the traveling sequence. Furthermore,
even though Alice and Bob didn’t identify eaves-
dropping during the testing procedure, Eve can’t
acquire any valuable data from her auxiliary pho-
ton owing to non-orthogonality between the states
{|ε00〉, |ε01〉, |ε10〉, |ε11〉, |ε++〉, |ε+〉, |ε+〉, |ε++〉}.
As a result, this form of attack is clearly detectable.
Controlled not attack : During this attack, Eve needs to
prepare a two-qubit auxiliary state |00〉56 to replicate
the communicated qubit by utilizing the CNOT gate
where the first and third qubits are control bits (if MB1

basis sets are chosen) and the auxiliary qubits are target
bits. Then the cluster state becomes

|φ0〉 = |φ〉 ⊗ |C〉

=
1

2
(|0000〉+ |0011〉+ |1100〉 − |1111〉)⊗ |00〉

=
1

2
(|0000〉|00〉+ |0011|01〉+ |1100〉|10〉−

|1111〉|11〉123456 (7)

As per the equation (7) mentioned above, Eve and
Bob are now in the same position. Due to the usage
of two non-orthogonal measuring basis sets and 16x16
different combinations of unitary operations, Eve may
still be unable to retrieve the encoded message. While
using different basis sets, it is tough to decide for Eve on
which particle CNOT operation has to be applied. She
is unable to correlate the outcome, even after the final
classical proclamation. Despite this, due to the check-
ing particles, Eve was unable to obtain entire knowl-
edge about the cluster state in this sort of assault. Tro-
jan Horse attack :Assume an adversary has inserted a
Trojan horse [5] in Alice or Bob’s apparatus before-
hand, the entangled states affected by the Trojan horse
are stated as

|φ〉 =
1

2

(
|0||0||0||0||〉+ |0||0||1⊥1⊥〉+

|1⊥1⊥0||0||〉 − |1⊥1⊥1⊥1⊥〉 (8)
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|Ψ〉 =
1

2

(
|0||+?0||+?〉+ |0||+?1⊥−?〉+

|1⊥−?0||+?〉 − |1⊥−?1⊥−?〉 (9)

The equations (8) and (9) show that if the qubits are
in quantum states |0〉or|1〉, then the Trojan horse feed-
backs data || or ⊥ , respectively. However, there is
no specified feedback information, if the qubits are in
quantum states |+〉or|−〉, which is indicated by the
symbol ’?’. To put it another way, a Trojan horse is
unable to discriminate between non-orthogonal states,
as quantum mechanics suggests. Therefore, in practice,
this offensive technique is ineffective.

6 Efficiency

A quantitative evaluation of a secure quantum commu-
nication scheme’s efficiency [4] is defined as

η =
m

q + b

where m stands for the number of secret bits communi-
cated, and q and b stand for the number of qubits and
classical bits used, respectively. The quantum and clas-
sical bits required for eavesdropping monitoring are not
used in this circumstance. The number of secret bits
received is 8, implying that m=8, the number of qubits
consumed is 8, and the number of

Table 1: Efficiency comparison of different protocols

Protocols Qubits Efficiency
transmitted (in%)

Mohapatra et.al.[19] 4 bits 33.33
Li et.al.[12] 4 bits 25

Zhang et.al.[26] 2 bits 33.33
Liu et.al.[14] 2 bits 50
Shi et.al.[22] 4 bits 66.7
Our protocol 8 bits 61.53

classical bits used is 5, i.e., b = 4+1=5. The quantum
efficacy of the suggested protocol is thus 61.53 percent.
The comparative assessment (shown in Table 1) reveals
that the proposed methodology is significantly more ef-
ficient than existing methods.

7 Conclusion

From the above study, it is analyzed that our current
protocol is reliable in perfect lossless channels. How-
ever, in an actual world, the channels are chaotic and

lossy, posing a threat to quantum communication secu-
rity. An eavesdropper attack activity on a poor noisy
channel will raise either the error rate or the loss of sig-
nal; hence a more significant error rate or the degrada-
tion of signal could imply an eavesdropping occurrence.
Eve’s any viable assault can be identified even in a high-
noisy channel because the entangled state is arbitrarily
in one of the two non-orthogonal basis sets.

The applicability of the suggested protocol is com-
parable to that of other similar protocols [8, 17, 15, 16,
13, 20, 22, 23, 27]. Furthermore, since it involves two
non-orthogonal entangled states to respond as quan-
tum channels, it can more efficaciously deflect all types
of legitimate intercept resent and entangle-measure as-
saults, that is one of its advantages. Additionally, Al-
ice just requires to conduct a local measurement on the
two photons in our technique, rather than a Bell mea-
surement. As a result, our proposed approach is more
straight forward to put into action.

Some of the scheme’s primary highlights are as fol-
lows: (i) We use the concept of dense coding to en-
capsulate our data using local unitary operations while
retaining cluster state entanglement. (ii) This method is
more effective (iii) There are no issues with data leak-
age in our scheme. (iv) Our approach has a large chan-
nel capacity as we only need two qubits to send four bits
of classical data. (v) Our method is robust to various
known assaults. (vi) The secure realization of the quan-
tum dialogue is contingent on the quantum channel’s
security, which is accomplished through two security
checks. In addition, two individuals can authenticate
each other’s identities.

In summary, the current approach enables quan-
tum dialogue by utilizing two non-orthogonal four qubit
cluster states as an entangled resource, allowing two au-
thorized users to share four-bit secret messages while
encoding with only two qubits at the same time. This
method employs the concept of superdense coding with
capacity inside the Holevo limit. It has high security
as it employs a two-step security audit, an authentica-
tion process, and accounts for numerous eavesdropping
attacks without revealing any data. This technique is
more efficient than previous efforts. We predict that our
approach would be suitable for developing multiparti-
cle QD protocols, which would be a captivating future
research issue since entanglement between four-qubit
cluster states has been realized experimentally.
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