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1.

Introduction

Smart Grids have been a key enabler for Smart
Energy, which refers to power networks that can
intelligently integrate the behaviors and actions of all
stakeholders connected to it, for example, generators,
customers and those that do both –in order to efﬁciently
deliver sustainable, economic and secure electricity
supplies [1]. Currently, most of the Western electric
utilities are being transitioned to Smart Power Grids that
use large scale smart meter deployments at power
consumers for real time communication using Internet
protocols. The goal is to have efﬁcient energy
management by the utilities using information driven
approach. For instance, the resource needs for the utility
varies over the time of the day, with peak operation
occurring during the day and information processing
needing to slow down at night. Such informatics
approach has given rise to many new models for demand
forecasting in order to use direct and indirect
information from diverse sources along with data
mining and machine learning techniques for more
accurate, adaptive and real time predictions. The data
intensive applications and models require the use of

scalable platforms to deploy and operate in a reliable
manner. These requirements of scalable, elastic, reliable
and sharable resources for deploying and running a
Smart Grid utility’s software architecture strongly ﬁts
within the capabilities provided by Cloud platforms
[37]. Indeed, some data warehouse vendors are already
considering Cloud deployments for Smart utilities [37].
Denmark now has its ﬁrst cloud-based smart metering
solution, targeted at small utilities and communities that
previously could not afford such technologies [1].
As a result of the internet presence in cloud
platforms, smart meter data have a greater exposure to
cyberattacks or unprecedented access to consumer data.
This could lead from hacking of smart meter data to
power theft. Another growing concern is ensuring
privacy of personally identiﬁable data within the
utility’s information integration platform. In this article,
we investigate the privacy aware architectures and
system designs of cloud based platforms for smart
meters. The literature surveyed is within the past seven
years to date which is the timeframe of cloud
applications beginning to explore solutions for privacy
aware smart metering.
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Background

Cloud Computing refers to both the applications
delivered as services over the Internet and the hardware
and systems software in the datacenters that provide
those services [5]. The services referred to as Software
as a Service (SaaS). The datacenter hardware and
software is referred to as a Cloud. Internal datacenters of
a business or other organization that are used for internal
purposes are called private Cloud. On the other hand, a
cloud is referred to as public when it is made available
in a pay-as-you-go manner to the public, the service in
such case being sold is Utility Computing. Thus, Cloud
Computing is the sum of SaaS and Utility Computing
[5]. Another type of cloud is called hybrid cloud where
the private and public clouds are integrated together to
perform several tasks which are capable of handling the
requirements of private and public organizations. Apart
from SaaS, two other types of services rendered in
clouds are called Infrastructure as a Service (IaaS) and
Platform as a Service (PaaS). IaaS model includes
storage and virtual machines as hardware platform to the
users on demand basis. PaaS is responsible for the
development and delivery of programming models to
IaaS. Users can access such programming models
through cloud and execute their programs [8]. The main
properties that make cloud computing a good candidate
to be deployed in smart grid are elasticity, shared and
metering architecture. Elasticity refers to the capability
of expanding and reducing according to the demand of
the users. Service cost can be reduced by sharing
resources among resources in a grid. Lastly, cost
optimization mechanisms are offered to grid users,
enabling them to provision and pay for their consumed
resources only, which is offered by smart metering
architecture.
The smart meter architecture is well described in
[1]. Figure 1 depicts the data intelligence framework of
a smart meter. The first component is the types of data
stored or captured which can be broken down into
consumption or measurement, power generation, power
quality and events such as power failures, meter status
etc. External data such as information analysis from
temperature changes, geography and consumer
information could be combined with these types of data.
Accurate analysis of these captured or stored data can
lead to many potential opportunities for generating value
from such data.

Figure 1: Smart Meter Framework
In the current metering environment, a meter is
expected to have the capabilities to capture of electricity
usage in real time or near real time, to provide the
possibility of remote and local reading of the meter, to
enable meter to control remotely or even terminate
supply, and to link to other commodity supply for
instance gas, water etc. In order to deliver these modern
metering capabilities, it becomes imperative that data
analytics technologies (which is the second component
of smart meter framework) have to keep improving. The
basic requirements of the tools and technologies are
more reliable and faster transfer and storage of data and
appropriate skills and resources being available in an
organization. Therefore exploratory analytics tools such
as clustering, visualization, unsupervised machine
learning techniques and approach such as application
driven directed activities are being utilized to address
stakeholder or business requirements. Throughout the
paper, we use the terms user, consumer, client and
stakeholder interchangeably. Cloud computing plays
integral role of hosting and providing tools and analytics
building blocks. In order to identify the transformer
loading patterns, the meters connected to individual
transformers can be aggregated together. A simple cloud
based web site can help customers relate power
consumption to household activity. Smart applications
can be deployed that may generate load forecasting on a
time series data of the clients. Metering intelligence
could be applied to benefit utility providers as well for
instance, to set up dynamic and flexible tariff structures
to improve efficiency in electricity markets by better
representing the costs of producing and delivering
electricity at different times. Finally, the deeper
understanding of the dynamics of supply and demand
combined with forecasting can result in enabling pricing
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intelligence in terms of wholesale electricity cost, retail
services cost, as well as costs of any regulatory
requirements. The benefits such as on demand selfservice, resource pooling and use of a cloud service on
pay-per-use or charge per-use basis can result in huge
volume of data generated and collected and hence, the
growing concern of consumer privacy and unauthorized
usage remains.

rendered integrating with smart meter data. Privacy
objectives for smart meter data and defense mechanisms
are furnished in section five and six respectively. The
feasibility and practicality of these defense mechanisms
are discussed in section seven. Finally, we conclude the
article in section eight with the future research direction.

3.

The phases of smart grid include power generation,
transmission and distribution [8], [21]. First, is the bulk
generation of electricity that can be supported by
numerous renewable and non-renewable power plants
such as solar or wind farms, thermal and hydro plants
etc. The transmission and distribution of power line to
the smart meter enabled smart city is the other phases of
smart grid. Here smart meters are deployed in the user
premises. Depending upon the requirements in the scope
of service or utility providers, the cloud integrated here
could be private or public cloud supporting SaaS, PaaS
or IaaS. This cloud platform is capable of storing and
analysing power usage data collected by smart meters on
real time basis via wide area network (WAN)
connection (see ﬁgure 2).

Motivation

While demand response, distributed generation,
resource scheduling, and real-time pricing models
contribute to the heterogeneity of a smart grid, effective
authentication and authorization techniques are required
for the preservation of user-privacy. Not only security
aspects in smart grid like threat detection, cyberphysical attacks are necessary to be implemented, proper
privacy policy needs to be implemented to motivate
participation of customers. Cloud platform plays a
significant role to provide solutions for these scenarios.
A few surveys are available in the literature that address
the cloud computing applications in smart grid ([38],
[8], [1], [21], [18]). Smart meter challenges related to
big data and the enablement of autonomous grid
operation are investigated by Subhani et al [38]. A
synthesized overview of the current state of research on
smart grid development in the areas of cloud-based
energy management, information management, and
security is provided in [8]. A comprehensive survey of
smart electricity meters and their utilization focusing on
key aspects of metering process and the different
technologies used to satisfy stakeholder interests is
furnished in [1]. Security issues with defense
mechanisms in smart grid for cloud-based software
platforms are presented in [21], [18]. However, trust
management under smart integration and adaptation to
emerging fields using clouds in Smart Grid is still in an
embryonic state. As such, we report recent
advancements using cloud platforms, specifically for
smart meter data to preserve consumer privacy and
confidentiality.
Briefly, the main contributions of this paper are the
following: (i) we present a survey of the existing cloud
based privacy aware architectures for smart meter data
after introducing the significance of cloud presence and
its privacy requirements; (ii) we compare and evaluate
these solutions against feasibility and practicality; and
suggest recommendations for future work.
The rest of the paper is organized as follows.
Section four depicts how cloud computing can be

4.

Cloud Computing in Smart Environment

Figure 2: Cloud Support in Smart Grid
The cloud control center may consist of the backend
servers that support various applications deployed on
cloud infrastructure in order to provide data intelligence
of smart meters. Moreover the control center is
connected with the power lines to control, monitor and
administer all the grid related operations ranging from
generation to transmission to distribution on the click of
the button. The cloud technology for data storage,
management and monitoring involve extensive
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processing power that require dedicated resources are
usually implemented in a distributed manner to fasten up
all the computations. The examples of various areas of
big data management applications include energy
management, dynamic demand response management,
suggestions for billing and dynamic pricing for clients,
trading system, auto-alert systems, market management,
outage management, transmission management,
distribution management, meter data management and
so forth.
5.

Privacy Objectives

Authenticity and Authorization. Authenticity refers
to data that comes from a trusted source whereas
authorization refers that only authorized users or
personnel should be permitted at any time to access
sensitive information and speciﬁc operations as the
cloud users or users of smart meter system. Again the
challenge lies both in trust building and providing the
same level of authenticity in all communication phases
in the heterogeneous infrastructure of the cloud. With
different computing capabilities of different hardware,
the deployment of same key infrastructure to implement
cryptographic measure such as digital signature may not
be trivial.
Access control and Integrity. Access control is yet
another critical component where correct policies need
to be implemented to identify involved entities in time
appropriate manner for the purpose of data availability.
This is to control the consumption behaviour of smart
meters and all applications taking part in the public
cloud. Integrity refers to data originating from the cloud
or from the smart meters must not be altered so that they
can be trusted at every step and state of the
communication process.
Data privacy against Utility. Smart meters are
capable of reading data from each appliance-the
refrigerator, kettle, toaster, washing machine etc. since
each of these devices has its own energy ﬁngerprint, or
appliance load signature, A glimpse on these data can
easily reveal accurate information what appliances a
consumer uses and how often. Hence, a common worry
for consumers is that intelligent monitoring devices such
as smart meters, which may transmit power-usage
information to the utility as frequently as every 15
minutes, would make them vulnerable to thieves,
annoying marketers, and police investigations etc. In
order to further discuss this critical issue, ﬁgure 3
provides example of hourly measurements of household
energy. Such daily measurements of energy usage reveal

whether a house is inhabited or not, indicating when the
inhabitants are away for a weekend, or for a couple of
weeks, on holidays etc. More frequent measurements
can reveal even more information. For instance, devout
people of certain religion gets up at ﬁve in the morning
for their ﬁrst prayers, and can thus be singled-out, with
some level of certainty. Similarly, long-term detailed
insight in power consumption can enable data mining
and proﬁling in various ways. For instance, the utility
provider operators can observe certain patterns, like
when the fridge switches on and how much electricity it
uses, the operators can even observe if such a fridge
becomes old or less efﬁcient and needs to be replaced
soon etc. Efﬁcient engineering to protect consumer
privacy without compromising the beneﬁts of smart
meters is the challenge where research contribution is
underway. The review presented in this survey, is
centered around this privacy objective. However,
building the trust in such engineering schemes is still a
not won war which makes conﬁdentiality to be a
signiﬁcant property of communications between smart
meters and cloud. Speciﬁc measures are required to
provide it, especially on the public cloud platform.

Figure 3: Ex. for hourly measurements of energy from
bwired.nl
6.

Defense Mechanisms

6.1 General guidelines
A few defense mechanisms for cloud based smart
meter data is provide in [19] by Ghansah and in [30].
First, Ghansah argues to implement stringent well
deﬁned policies for password and authentication, and
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regularly audit these policies to help ensure that the
policies are properly being followed and abided. Any
deviation to these policies should be tackled by the
management in an unbiased and strict fashion. The
popular DNP (distributed network protocol) and
SCADA (supervisory control and data acquisition)
protocol that are used with smart meter data
communications suffer from replay attack, message
spooﬁng attacks, snifﬁng attacks, response delay attacks,
network scanning attacks etc. Hence, layered approach
such as installation of IPS (intrusion protection system)
and IDS (intrusion detection system), ﬁne grained
ﬁrewall rules and software updates in timely fashion
should be carried out. Intrusion prevention and detection
systems play a vital role to provide a robust mechanism
to detect even the latest attack/intrusion types by
anomaly detection process. Well formulated ﬁrewall
level can help to combat DOS (denial of service) attack
by implementing rate limiting technique in addition to
unauthorized network connection requests, network
scanning attacks and various backdoor attacks. Digital
signatures and proofs of storage should be used for
keeping the integrity of the data. On the other hand,
operational privacy can be achieved by using private
information retrieval, searchable encryption and
anonymous routing. Ghansah further describes that it is
mandatory to update the underlying software,
applications and operating systems with the latest
patches and updates [19]. Signiﬁcant importance should
be given in the application design phase to protect the
cloud services against common attacks like zero day
attacks, buffer overﬂow attacks, heap overﬂow attacks
etc. Smart grid network (SGN) is a complex network
connecting billions of devices and users together, so is
the patch updating process [19]. The importance of
producing temper proof devices or smart meters to
enhance physical security is also emphasized.
While the discussion in [19], [30] is healthy mainly
for overall security of cloud servers dealing with meter
sensitive data, the report fails to identify client privacy
deeply in terms of data being interpreted by the
employees of service providers which is the central
focus of this review. However, the authors do mention
to educate the employees for social engineering attacks.
But this still does not solve the privacy-preserving
billing and barter of energy between the utility provider
and the smart meters. In fact, previous studies [22] have
shown that energy signatures of home appliances can be
used to remotely eavesdrop at activities within homes,
thus exposing a wealth of private information to anyone
with access to such usage data. Furthermore, even when

not all appliances can be identiﬁed within a person’s
electricity proﬁle, the surrounding context and the use of
statistical tools along with information that is willingly
shared in the Internet can be used to intrude at the life of
individuals [26].
6.2 Encryption
Wang et al proposes that smart meter clients should
encrypt their data using their own key and store
encrypted data in the cloud [39]. As a result, each user
can securely access and retrieve data from the cloud
without compromising data privacy. In addition, without
sharing any secret keys before computation, arbitrary
combinations of additions and multiplications can be
efﬁciently evaluated on data of multiple users without
revealing the inputs, intermediate or ﬁnal results to the
cloud. The proposal is signiﬁcant in the sense that the
computation is non-interactive to clients and hence
clients only need to provide encrypted data initially and
remain ofﬂine until they receive the encrypted output.
The phenomenon here is to use the model of two noncolluding cloud servers which has been previously used
in [13], [29], or outsourcing using multi-party
computation. Single-server model may not completely
eliminate interactions between the user and server
because of the impossibility of program obfuscation.
Therefore, two cloud servers belonging to two different
cloud service providers can be used to free users from
interactions in secure outsourced computation which is
referred as multi key model. Due to the concerns of
privacy leak in the cloud, each user encrypts its
outsourced data under its own public key before
outsourcing to cloud server A. As a result, multiple keys
operate the outsourced computation over encrypted
cloud data, hence all the data stored on cloud server A
are encrypted, so as all the data transferred between
cloud server A and cloud server B during the
computation. The transfer of data may also be further
blinded which is the purpose of multi key model. This
design seemed to be elegant in terms of privacy, since
neither of the two cloud servers is able to reveal the
content of each user’s data, intermediate or ﬁnal results
of outsourced computation. Moreover, users are totally
free from interactions during the computation since the
outsourced computation in the cloud does not require
any interactions among users or between a user and a
cloud server. However, the work is only tested under
small message space. The underlying proxy reencryption schemes used in the work can only support a
small message space which may limit the practical
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application of the work dealing with big data space in
real time. It is apparent that the number of smart meters
in the network may vary from some few thousand to
several millions indicative of the usage beneﬁt of
elasticity feature of cloud computing.
Wen et al [40] argue that widely studied approaches
such as public key encryption with keyword search
(PEKS) for data privacy are limited to equality checks.
They addressed the privacy issues in ﬁnancial auditing
under Privacy-Preserving Range-Query (PaRQ) scheme
over encrypted metering data. This scheme addresses the
data conﬁdentiality and privacy problem by introducing
an HVE (Hidden Vector Encryption) technique. Several
work on HVE technique is available in the literature
[10], [31] which basically suggests that two vectors over
attributes are associated with a cipher text and a token,
respectively. Under a translator, the cipher text matches
the token if and only if the two vectors are component
wise equal [10].
The PaRQ allows a smart meter client to store
metering data on a cloud server 1 in an encrypted form
and the related encrypted key in cloud server 2 via
middle tier called, control center (see ﬁgure 4). When
the client data is needed for instance for billing or
auditing purpose, only an authorized requester (to
particular cloud servers) can send its range query to the
control center to retrieve the metering data. The control
center forwards the query tokens to the requester with
which the requester requests the related keys from cloud
server 2. Finally, the requester can retrieve data from

cloud server 1 via the encrypted keys forwarded from
cloud server 2. Here the PaRQ constructs a hidden
vector encryption based range query predicate to encrypt
the searchable attributes and session keys of the
encrypted data. The requester’s range query can be
transferred into two query tokens, which are used to ﬁnd
the matched query results [40]. Only requesters with
authorized query tokens can access the cloud server 2,
and they can obtain the correct session keys when their
query vectors in the tokens are satisﬁed with the
encryption vectors. This way metering data can be
decrypted and encrypted only by the authorized
requesters.
Albeit promising, the PaRQ proposes an alternate
solution using encryption for privacy of smart metering
data by restricting the access of the requester. However,
the work failed to benchmark with the usage of other
range query techniques such as order-preserving
encryption, bucketization etc. and a ready to use
techniques out of this for range query schemes while
applied under cloud based platforms. As such more
investigation is expected to be carried out in this area.
Moreover, the authorized requesters still can dig into the
appliance load speciﬁc data of the clients by performing
smart analysis over range of query results. Nonetheless,
the simulation work offered in the work shows
computation reduction and less communication
overhead due to multidimensional parallel data access
and the access restriction posed on the requesters.

Figure 4: PaRQ Scheme
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6.3 Data Aggregation
Data aggregation is another technique among others
in order to protect privacy of clients. Importance is
provided for efficient and secure data aggregation in
[23], [15], [33], [24], [6]. Although the work in [23],
[15], [33] did not propose the computation to be done in
a control center, rather in a distributed manner using
arbitrary set of designated nodes in the networks, the
concept is rendered on cloud based platforms in [3],
[25], [6]. Efficient encryption can be achieved with
effective aggregation process. The ideology here is to
divide one specific billing period of a user into a set of
time slots. The smart meter deployed at the user’s
household randomly encrypts the timeslot data and
forwards to the local cloud server to perform the
encrypted power data aggregation and partially deblinds the encrypted power data using its own secret
key. Due to the aggregation process, the utility company
can have the knowledge of the total power consumption
for one specific user in the billing period T, but not the
user’s real-time power consumption. The cloud server
should know nothing about the user except the fact that
the server assists with data aggregation.
The cloud control center may consist of multiple
cloud servers. These cloud servers can be distributed
with the energy consumption values of users. Each
smart meter (SM) breaks its energy consumption report
in disjoint subsets and forwards each one to a replica
cloud server. For example, the daily readings can be
broken in intervals of e.g., one hour, so that every
replica gets a fraction of the original report. This
approach may still leak information to a malicious cloud
server. However, the disclosed readings may not allow a
precise representation of the user activities and profile.
Instead of sending plain but partial measurements to
different cloud servers, each SM can use secret sharing (
[36], [6] ) to break its readings in multiple shares so that
at least t shares are necessary to recover the original
measurement, suggesting at least t cloud servers (CS)
are required to obtain individual measurements. The
cloud servers can concurrently sum their shares obtained
from either different SMs or from the same SM at
different times. After that, the summed shares are
forwarded to the utility provider (UP) who can recover
the collective measurements. By virtue of the
homomorphic properties of the secret sharing scheme,
the recovered measurement corresponds to the
aggregated sum of the individual readings. This way, the

UP obtains the total consumption values, but gets no
information about individual measurements.
Algorithm 1 below presents the process of
distributing trust or secret sharing among cloud servers.
Here, each SM generates a random polynomial r() of
degree t-1. Let g, h be two generators of a group, such
that computing discrete logarithms in this group is
computationally hard. Furthermore, let ix denote the
private key of CSx. and 𝑝! = ℎ!! is its registered public
key. The value r(0) corresponds to a secret measurement
which is recoverable only when t tuples of the same
group are used by the cloud servers (or utility provider)
to reconstruct the secret. The public keys of cloud
servers have to be known to all SMs. Each SM picks a
polynomial with coefficient ay chosen at random and
sets a0 which is equal to the secret measurement (see
step 2 and 3 in algorithm 1). Using the public keys of
cloud servers, SM keeps this polynomial secret but
publishes the related commitments and the encrypted
shares as in step 4. To reconstruct the secret value, each
cloud server uses its private key to obtain the share
!

!

𝑆! = ℎ!(!) by computing 𝑃! ! (step 5). The final
measurement can be constructed by all t cloud servers
working together using Lagrange interpolation (Lx is a
Lagrange coefficient). Refer to [36] for detail
interpolation process of step 6.
Algorithm 1: Secret sharing among cloud servers
1) SM knows public key px of Cloud Server x
(CSx)
2) SM sets a0 =< consy, timestampy >
3) SM generates random polynomial, 𝑟 𝑖 = 𝑎! +
!!!
!
!!! 𝑎! 𝑖
4) SM publishes to CSx the encrypted share:
!!
!(!)
𝑃! = 𝑃! and commitment: 𝐶! = 𝑔
5) Using private key, CSx decrypts and computes
!/!

𝑆! = 𝑃! !
6) All involved t cloud servers collectively
!
reconstruct, !!!! 𝑆! ! = ℎ!!
The work presented in [23], [15], [24] are similar in
terms of computation effort as they all refer to avoid
using
computationally
expensive
homomorphic
cryptosystem. Both smart meters and the control center
will have strong impact based on the choice of
encryption/decryption scheme in addition to data
aggregation.
Asymmetric
encryption
is
more
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computationally expensive than symmetric encryption
such as AES (Advanced Encryption Standard) and
triple-DES (Data Encryption Standard) etc. It can be
noted that in the traditional encryption approach, with no
in-network aggregation, each smart meter will encrypt
its message once with the public key, while the cloud
server needs to decrypt N messages. Whereas with the
data aggregation approaches, every smart meter needs to
encrypt the message once with asymmetric encryption,
but the cloud server device only needs to apply one
asymmetric decryption (to the final aggregation result).
Moreover, the shared and elastic feature of cloud
computing can easily facilitate distributed computation
of aggregation (for instance multiplication of the ciphertext) before the availability of data access by the utility
provider requesters. However, one may argue that data
aggregation may be reverse-engineered with appropriate
recognition pattern to track the appliance load signature,
and hence the privacy offered depends on trust
relationships and data policies that govern aggregators.
Microsoft researchers in [35] suggests the usage of
protocol that will involve both aggregation and
anonymization using a single cloud server. The meter
registers encrypted readings with a server in the cloud
using web technologies. Users can access a billing
portal, that delivers a web page to perform the privacy
preserving computations for billing similar to [6], but
using a single cloud server. The control runs on the
ASP.NET web-client: it downloads and decrypts the
readings and the tariff policy, computes and proves the
bill, and uploads it for verification back to the server.
The decrypted readings never leave the client side
controller. The concept here is to allow users to perform
and prove the correctness of computations based on
readings of their own devices, without disclosing any
fine grained consumption before forwarding for utility
approval. This method will require development of
robust application that will preserve both user privacy
and the accommodation of wider variety of tariff
policies. The application must not allow the users to
make any unethical changes.
6.4 Anonymization
Georgios Kalogridis and Costas Efthymiou of
Toshiba presented a solution in [17] using the technique
called data anonymization/escrow. Part of the work was
later extended by Dimitriou and Karame in [16] under
cloud platform where the report servers perform data
escrow. The concept of anonymization presents the
same argument as in [23], [15] that the utility doesn’t

necessarily need to know to whom this data belongs. In
other words, energy data, does not need to be tied to a
specific household to be useful in managing the grid. An
anonymous Internet proxy server can hide a computers
IP address before sending data to other networks.
Similarly, Toshibas system would hide a smart meter
address before sending energy-usage data to utilities. A
third-party escrow service (which cloud be cloud based
local distribution controller), would take charge of
anonymizing and managing detailed energy-usage data.
The escrow service could be the smart meter
manufacturer or other trusted party that will
communicate with the encrypted data-collecting
components embedded in the smart meter. The only
identifiable information a utility should be receiving
directly from the smart meter would be the information
it already receives i.e., billing information and monthly
energy use. For this, Kalogridis and Efthymiou
introduced two separate IDs to be embedded in the smart
meter, rather than a single ID as is the case with
standard smart meters: HFID, or High-Frequency ID
(anonymous) and LFID, or Low-Frequency ID
(attributable). These two IDs are attached to meteringrelated messages that are transmitted from the smart
meter to the utility for the high-frequency and lowfrequency metering data [17]. High frequency refers to
the meter readings a smart meter transmits to the utility
often enough (e.g. every few minutes) to suggest
information related with the private life of electrical data
user. Low-frequency metering data, which are the meter
readings a smart meter transmits to the utility scarcely
enough (e.g. every week or month) to offer adequate
privacy. It is found in practice that the vast majority of
meter readings are sent using the HFID.
The only way for the HFID to be anonymous from
the start, and to remain so, is for it to never be known to
the utility or the smart meter installer. However a utility
needs be sure that messages being received from a
specific HFID can be authenticated, i.e. verified to be
legitimate, as the utility will not know which HFIDs are
valid. Hence, is the requirement of 3rd party escrow
service or cloud service provider!
Simply aggregating data would not allow the utility
provider to apply demand-side or load shedding
management at the smart meter level (which, the escrow
service will still allow). Allowing each smart meter to
anonymize its data through an aggregator would result
in the aggregator receiving a number of anonymous
meter readings every few minutes, without any way of
correlating these readings with what went on before,
which would destroy some of the value of having a
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unique anonymous ID per smart meter. Unique
anonymous IDs should allow the substation or
aggregator to detect electricity theft or similar situations
where its own meter readings do not match up with the
summation of readings from the individual smart meters
that are connected to it. The 3rd party escrow service is
further justified for the following reason. Suppose that
we simply allow a block of smart meters to aggregate
their data in a local area as in [23], [15]. This would
apparently hide the parts of the sum attributed to
individual smart meters, and the aggregated message can
be considered to be anonymized. However, a separate
mechanism for authenticating each smart meter is
required, and the utility provider should not perform the
authentication mechanism in order not to hamper user
privacy.
The smart meter manufacturer can assign two
unique IDs (just like MAC addresses for IEEE 802.x
devices are unique, for example) to each smart meter
that is produced, only one of which (LFID) is visible to
the utility, both during the procurement and deployment
procedures. Essentially, the manufacturer (and, if
different, the 3rd party escrow/cloud service provider) is
the only party which is aware (and has a record) of the
connection between a valid HFID/LFID pair. In this
case, strong data privacy policy need to be enforced to
be complied by the escrow service provider. For
instance, escrow service provider will only know about
the relationship between a valid HFID and LFID, and
not access or process the stored data. Of course, this
solution would require protocols and standardization.
A secure protocol setup mechanism described in
[32] is applied for anonymization. The client has to
apply for anonymous data profile (ADP) which is when
the process of anonymization is initiated by the system.
The protocol messages for this process are digitally
signed to reassure integrity. They are required to be
encrypted
too
to
reassure
communications
confidentiality. In addition, they should include
timestamps and/or a random nonce (number used once)
message for added integrity and reliability. Finally, a
shared Certification Authority (CA) is used for key
management and cross verification purposes. The
detailed protocol exchanges are described
in [14].
Once the ADP has been set up, the smart meter
chooses a random number as an initial meter reading and
then proceeds to send frequent updates to the data
aggregator. This random number is chosen only after
appropriate random time intervals have passed, in order
to remove the correlation between LF and HF meter

readings that are sent out from the SM. The utility could
send a control message to the relevant aggregator which
could be forwarded on to the anonymous ID in case any
control management is necessary during the process.
Unfortunately, the proposed method by Toshiba
researchers [17], [20] may not offer sufficient smart
metering privacy protection. The degree of anonymity or
conversely the weakness of escrow service depends on
the random time interval. The average value of this time
interval needs to be large enough to allow a large
enough anonymity set to be created. The size of the
anonymity set defines the anonymity of ADP. The
automated initial set up process of ADP should be
intelligent enough to mitigate any passive attacks from
utility for non-intrusive analysis that should make it hard
to link ADP with clients. If ADP is not set up, then there
is no anonymity. Furthermore, the security of ADP setup
depends primarily on trustworthiness of the escrow
entity. Assuming that ADP process will be kept
confidential by the escrow service and the smart meter,
it is still difficult to quantify how hard it is for the utility
to deduce this secret. Nonetheless, the work contributes
an additional layer of security towards the direction of
privacy concerns.
6.5 Energy Trade using Digital Currency
The work in [16], [27], [2] go one step further on
top of data aggregation and anonymization to preserve
user privacy. The work in [27] did not specify whether
the system requires a cloud platform. However, M.
Alam et al in [2] refer that cloud computing can play
integral role for the proposed privacy preserving
scheme. The use of software driven controller in a cloud
platform is a good fit as the testbed [2]. Dimitriou and
Karame [16] promoted the work of Toshiba researchers
with the help of local community based report or
technical servers. The use case scenario of these work is
as follows. The smart grid was designed to support the
smart integration of the (surplus) energy originating
from home owners within the smart grid; home owners
can produce energy (e.g., from solar power) and sell
their surplus back to the utility provider (see figure 5).
This is especially important for small rural areas that are
remote from the utility provider. By gathering the
surplus of energy from end-users of the grid back to
other users of the smart grid, the provider minimizes
energy distribution costs and increases the utility of the
grid. To promote this scenario, the smart meters will
have access to the Internet, at least intermittently,
through some open access and secure Wi-Fi
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infrastructure. Part of the other assumptions is a secure
data storage through a dedicated cloud based transaction
server that supports autonomous cryptographic
functionality. These can be facilitated via control
commands (controller) in an operating system for the
smart meters. The controller (which may be hosted by a
transaction/cloud server) is able to keep track (if
allowed) how much energy is fed or withdrawn into the
grid by particular group of users in an area. The buy and
sell orders for energy are submitted to a public orderbook or database stored in a local cloud server.

Figure 5 Energy Trade via Bitcoin
The buying and selling of energy among the users is
sort of alternate solution to the other solution Toshiba
researchers proposed to preserve privacy. The other
solution of Toshiba researchers takes an entirely
different approach [20]: It anticipates of having an extra
rechargeable battery or two and that running a few
appliances partially off a battery, rather than directly off
the grid, would hide the fact that those appliances are in
use. If the battery is connected to electricity supply and
intelligently route power from both the battery and the
grid to the appliances, then the smart meter will record a
very different load signature one that does not identify
appliances. It is apparent that some electricity will be
lost in the diversion, so there would be a trade-off of
some efficiency for privacy. This scheme does not
require 3rd party service like cloud of things though how
best to optimize both cost and privacy using such a
system is still to be decided. Producing and trading
energy among the users in an area enhances similar
privacy as long as the transaction is unknown to utility
provider or the main energy supplier of the area. In the
case of anonymous trading within users, the 3rd party

cloud structure is required to facilitate such blinded
trading.
Digital currency such as Bitcoin [28] can be used to
enhance privacy preserving trading of energy due to the
anonymous nature of the currency. Bitcoin uses peer-topeer technology that relies on digital signatures to prove
ownership and a public history of transactions to prevent
double-spending. Under smart learning mechanism, the
cloud based local controller can continuously convert
locally produced renewable energy to digital currency
based on the rate and price of energy. However, the
usage of such currency might not be trivial due to the
high volatility in price of Bitcoin and the independent
usage policy of users. The governing body of the
locality/country may recognize digital currency and
provide incentive, may be in the form of tax return if
users voluntarily report energy trade. A fixed price for
the digital currency can be stamped in the form of a
certificate/voucher for such trade that can later be
cashed through a financial institution. In order to
preserve anonymity of trade, the voucher should not
contain distinguisher to relate to participating users in
the trade or transaction time.
Bitcoin provides support for making deposits to
third parties, in this case the cloud based controller. It
allows transactions to be associated with a “lock time”;
which as such allows transactions to remain pending
until the lock time is exceeded [34]. Here both utility
provider or an energy supplier and the client/user can act
as either buyer or seller. A transaction can be replaced if
both parties agree during a lock time. Based on a
heuristic method or some smart algorithm and the local
energy demand, the cloud will advertise an optimal price
to the clients. A buyer can use Bitcoin to “commit” to a
given seller user that the seller will eventually receive a
(monetary) reward if the seller correctly executes the
required tasks. With the price agreement set, this can be
achieved by issuing a transaction with a lock time (e.g.,
1 day or 1 month) in committed Bitcoin that requires the
signatures of both the buyer and seller (energy
producer). Note that the cloud based controller will blind
these signatures. The buyer will forward the appropriate
Bitcoin to the controller once the transaction agreement
is made. No information need to be compromised if the
buyer is another user/client, however the seller may have
the right to know if the potential buyer is the utility
provider or energy supplier of the area. Bitcoin can
ensure that transactions cannot be double-spent once
they are included in the Bitcoin block chain. Moreover,
transactions/deposits can be publicly verifiable by all
participating parties in the cloud. This implies that the
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deposit of Bitcoin can be blocked by the buyer with the
help of controller under the condition if the seller does
not inject appropriate energy into the grid or execute the
required tasks to honor the agreement.
A typical anonymous trading steps in between home
owners via the controller is as follows. Once the price is
negotiated, the cloud based controller (or the transaction
server) must not negotiate privacy of the users with
other users or UP during the process. The appropriate
amount of Bitcoin can be forwarded or uploaded by the
buyer using a user friendly interface of controller. The
controller obtains consumption values and outputs
measurements from smart meters and include in the
uploaded Bitcoin lock time. If both trading parties agree
to register the transaction, only then it is recorded in the
order-book with their signatures which is reported to the
UP. The controller may generate certificate/voucher on
the trade which may later be used for reference purpose.
Lastly, Bitcoin is exchanged once the appropriate energy
is fed to the buyer’s grid. If the home owners do not
agree to record the transaction, the controller reports UP
only the amount of energy traded to facilitate computing
energy savings in the area without knowing the user
information and amount of Bitcoin traded [2]. Note that
Bitcoin reveals no information about the underlying SM
or home owner. In order to ensure that bitcoin are
untraceable and to protect the privacy of users, Bitcoin
can be blindly signed by UP with a certificate (The
signature blinding method is discussed in [11]). Hence,
Bitcoins are not associated with a particular user, but
solely contain a unique identifier (to track spent Bitcoins
only), date, and the amount of energy that the Bitcoin is
worth. This ensures that the UP cannot insert
distinguishers (e.g., unique identifiers) particularly to
track users while signing a given transaction message.
This will make sure that no information is leaked about
the identity of user throughout the purchase of issuing
certificate/voucher and Bitcoin. However, only to
prevent double spending of the digital currency, it is
possible that the UP keeps track of some unique
identifiers of spent Bitcoins (e.g., by means of a hashtable). But that does not harm the user privacy.
Any predefined billing policy used by UP over
forwarded consumption values and outputs from smart
meters via controller, need to be known by the smart
meters in advance, but can be updated on demand
through a request to UP. The cloud based controller can
be seen as a trusted intermediary whose sole role is to
strip away any information that may serve as a quasiidentifier for the corresponding SM. Therefore, the
controller will digitally sign the trading consumption

tuples and forward to the UP at the end of a billing
period without compromising user privacy i.e., via blind
signature [11]. In order to make the process more
privacy aware, a group signature (furnished in [12]) can
be used to authenticate a SM or sign a report, for user to
UP trade. To ensure k-anonymity in the signing of SMs,
at least k SMs in an area need to hold the same group
signature key. The method of aggregation discussed
above can be applied by the controller to aggregate these
values before forwarding the collective summary to the
UP. This will make sure that the trading report masks
the individual consumption/fed values, provided that the
number of participating SMs is large enough to smooth
out individual energy patterns. For very small number of
participating users, the cloud based controller can wait
till enough information of several energy purchase is
available and then randomize before forwarding to UP.
The wait period need not to be less than equal to a
billing period since the trading report should not affect
the monthly bill charged by UP. The timestamp
information of trade does not need to be forwarded to
UP, rather used for the computation purpose of
controller. For user to user trade, the Bitcoin is
forwarded via controller (after verifying for doublespending) either at the beginning/end of the energy
withdrawn/fed from the grid.
7

Discussion
Generally speaking, the privacy preserving schemes
are still under studied compared to smart grid features
offered. Based on the work reviewed, the effect of
number of participants is well observed most of the
time. The encryption work including PaRQ allow users
to store their data on cloud servers in encrypted form,
and range queries can be executed by using cloud
servers computational capabilities. A requester with
authorized query tokens can obtain the correct session
keys to retrieve the metering data within specific query
ranges. It is taken these days no communication scheme
would allow data to flow without a secure protocol.
Though, the work offers less computation overhead, the
scheme needs to be enhanced for large data set. The
scheme provides restriction to the requesters’ side.
However, the tracking of specific times and locations of
energy consumption in specific areas of the home may
still be vulnerable in this technique. These activities are
indifferent whether number of smart meter participants
are large or small which is shown in Table 1.
It might be considered practical to let the utility
provider create the groups of smart meters whose
readings are aggregated based on network topology or
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geographical features. In that case, the following attack
is possible: Assume the cloud service provider provides
the utility supplier with the aggregated energy
consumption of, say, groups containing 25 smart meters
each. The utility provider could now create a group with
one real smart meter and 24 fake smart meters each of
which reports a pre-determined value chosen by the
utility supplier. By submitting electricity consumption
values for each of them and subtracting them from the
retrieved sum, it would be easy to compute the actual
power consumption of the 25th smart meter. This
demands that the total number of real customers is
known to the cloud so that attempting this sort of attack
can be detected. The work in [4] proposes the cloud to
consist of multiple group controllers, each of which
controls group of smart meters that do not collide and
that are responsible for key management for each group.
The secret sharing via aggregator can provide good
privacy if the number of smart meter participants and the
number of cloud servers used is large enough (table 1).
Otherwise, the security flaws have been identified in [7]
for small number of aggregator servers used. In order to
reduce costs, it would make more sense, especially for
the smaller utility companies, to outsource their data
communication and processing operations to a cloud
service using virtual machines. A further limitation of
secret sharing is that the public keys of the cloud servers
need to be available to the smart meters, preferably via
bootstrapping phase. This may constraint the cloud
service providers to some extent. As such, the smart
meters used by households have to be tamper resilient;
and the private consumer electricity consumption data is
processed in the cloud only for computing the
aggregated electricity consumption and will be disposed
of as soon as the aggregation is finished.
Table 1: Comparison of Cloud Based Privacy Schemes
Cloud
based Privacy impact
Privacy impact
schemes
for less
for many
participants
participants
Encryption
Average
Average
[40], [39],
[13], [29]
Aggregation
Average
Good
[3], [25],
[24], [6]
Anonymization Average
Good
[17],
[20]
Digital
Good
Good
Currency [16],
[27], [2]

A few flaws in anonymization has been discussed
before. In addition to the number of smart meter
participants, the ADP setup process depends on client
data profile. All smart meters are required to share a
Certification Authority (CA) for key management and
cross verification purposes. Additionally, they should be
encrypted to reassure communications confidentiality.
Also, they should include timestamps and/or a random
nonce (number used once) message for added integrity
and reliability, such as protection against reply attacks.
There may be situations where temporary lifting of the
anonymity provided by this solution is required. A
simple example could be the detection of power theft,
e.g. when there is a disparity between the reported meter
readings in an area and that of the distribution substation
serving that area. Other example includes newly
registered smart meters of the area that needs to be
included by the existing aggregator cloud. The
triggering back of anonymization needs to be graceful
enough not have the hiccups of re-setup of the complete
ADP.
The trading of energy is a better option regardless
of number of users participating. This process
encourages energy to be locally produced rather than
supplied by energy supplier. The utility provider will not
have accurate picture of load signature of the smart
meter data. The storage and diversion of energy might
incur some energy loss, but anonymous trade is possible
via cloud as automated 3rd party trader. In addition, the
cloud can apply data aggregation or secret sharing
before the forwarding the client data to UP. The scheme
seems very sound if client trust is achieved in such use
case scenario. However, for the anonymous trade via
cloud, a token needs to be generated which could be in
the form digital or crypto currency. The price volatility
will need to be dealt with. The work in [16], [2] shows
how the cloud transaction server can lock down the
transaction price of the digital currency used; and
generate certificate without inserting any distinguishers
to identify a certificate to a client, so that a central bank
can be used to redeem the digital currency used for such
transaction. To promote this, strict policies need to be
enforced so that the revenue agency of the country
recognizes such transaction or digital currency (rather
than profit making commodity) and may provide tax
incentive etc. to the clients who voluntarily discloses
such transaction during tax return or so.
Even after all the technology in place, the question
remains who or what will implement the privacy aware
methods? The work in [9] shows that the solutions
involved 3rd party services can provide better privacy.
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But the researchers say many consumers don’t trust the
third party cloud responsible for such operations. What
about the cloud security itself? Trust is particularly low
in some European countries, where electric utilities have
been deregulated and consumers regularly switch
providers. Educating clients in a remote area might not
be trivial or practical. Robust privacy policies must be
made available to smart meter users. They should be
given the ability and process to challenge organizationcompliance with their state privacy regulations and
organizational privacy policies as well as their actual
privacy practices. Available choices can be presented to
all users to this regard. Only personal information that is
required to fulfill the stated purpose should be collected
from individuals. Treatment of the information should
conform to these privacy principles. Information should
only be used or disclosed for the purpose for which it
was collected and should only be divulged to those
parties authorized to receive it. As the consumer
awareness grows, the faster the gap of consumer trust vs
cloud based solutions are to be narrowed for the privacy
preserving methods to be of any benefit.
8

Conclusions

Most of the available survey literature focus on
cyber security and cloud based applications in smart grid
whereas the privacy schemes have received low
attention. To fill out this void, in this article, we
provided a synthesized overview of existing works
integrating cloud computing in the existing smart grid
architecture, in order to have client privacy preserved for
energy supply. It is easy to perceive that the
combination of different approaches will result in better
privacy although in general networks, they will cause
overhead problems or delay issues. For some timecritical operations, limited bandwidth and less
connectivity features in the smart grid may hinder the
implementation of anonymity for privacy. More indepth research is required to develop such a promising
power grid in the near future. This should include the
criteria of robust power theft detection and cyber
security while making the smart meter data of clients
more privacy aware at the same time. Moreover,
dynamic and time-dependent data consumption are to be
utilized by the supplier to create predictions of a user’s
energy demand in the future and as such of the locality.
Realizing privacy friendly method for calculating such
predictions is another subject for future research.
However, one must realize that privacy and the ability to
create predictions potentially conflict with each other

and this conflict should be investigated further to
quantify the trade-off in the field of Smart Metering.
Nonetheless, from this surveyed work, we can see that
the use of cloud computing applications in smart grid is
one of the useful techniques to overcome issues related
to smart meter data privacy despite the existence of
some technical challenges.
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